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SETEPAIBHAA CIIVASA —-

IO TEXHHYECKOMY H 5KCIHOPTHOMY KOHTPO.TXO
(®CT3K Poccun)

IIPHKAS3

11 deppans 2013 r. Mockea Ne 17

00 yreepxienun Tpebopanui
0 3amHTe HHPOPMAIHH, He COCTABAANMEH rocyIapCTBeHHYIO TallHY,
cojepKamieiics B rocy1apCTBeHHBIX HHYOPMANHOHHBIX CHCTEMAX

B cootBerctBEH ¢ 9acTei S5 crateH 10 <PexepamsHOrO 3aKoHa OT
27 mrona 2006 r. Ne 149-®3 «O0 urdopMausH, HHYOPMATHOHHEIX TEXHOJIOTHAX H O
samuTe HHEQOopMamuE» (CoOparHe 3aKOHOJaTeabCcTBa PoccHickod Penepamuu.
2006, Ne 31, cr. 3448; 2010, No 31, c1. 4196; 2011, Ne 15. c1. 2038; Ne 30, c1. 4600;
2012, Ne 31, ct. 4328) u [TomoxerneM o PegepaTbHOH CIyAKOE 10 TEXHHIECKOMY H
3KCOOPTHOMY KOHTPOUIO, VIBepPAICHHBIM YkasoM [lpesmaenta Poccmiickon
Pegepamun ot 16 asrycra 2004 r. Ne 1085 (Cobpanre 3akoHOZaTeBCTBA POCCHACKOH
Pegepaman, 2004, No 34, c1. 3541; 2006, No 49, c1. 5192: 2008, N2 43, 1. 4921: N= 47.
cT. 5431;2012. Ne 7. c1. 818), HPHKA3BIB A IO:

1. Vreepaute mnpHiaraeMele TpeOoBaHHA o0 3ammTe HH)OpMaAOHH, He
COCTABIAIOMEH TOCYAAPCTBEHHVIO TaHHY. COAEpAKAMEHCA B TIOCYJapCTBEHHEBIX
HH}OPMAIHOHHEIX CHCTEMAX.

2. VCTaHOBHTSE. UTO VKa3aHHEIE B MYHKTE 1 HACTOAIEro NpHKa3a 1pe0OBaHHA
NPHMEHAIOTCA 14 3aMHTEl HHPOPMAHH B TOCYJapCTBEHHEIX HHPOPMAIHOHHEIX
cucTeMax ¢ 1 ceTa0ps 2013 1.

JTAPEKTOP ®EJTEPATHHOH CTV/KEBI
IO TEXHHYECKOMY H S5KCOOPTHOMY KOHTPO.IIO

B.CE/IHH



YTBEPXJIEHbBI
npukazoM @CTIK Poccun
ot 11 despans 2013 1. Ne 17

TpebdoBanus
0 3a11MTe HH(POPMAIIUN, HE COCTABJIAIOIIEH rOCYIapCTBEHHYIO TaliHYy,
coJieprkamieiics B rocy1apcTBEHHbIX MH(OPMAINIMOHHBIX CHCTEMAX

CrucoK U3MEHSIOUINX TOKyMEHTOB
(8 pen. [IpukazoB @®CTIOK Poccun ot 15.02.2017 N 27, ot 28.05.2019 N 106)

I. O01Ine mosro:KeHHUA

1. Hacrosimue TpeGoBaHust pa3paboTaHbl B COOTBETCTBHH ¢ DeepaibHbIM 3aKOHOM OT 27 HIOJIS
2006 r. N 149-@3 "O6 undopmanuu, MHPOPMAITMOHHBIX TEXHOJIOTUSAX W O 3ammTe MHPOpManuu'"
(Cobpanue 3akoHomarenbcTBa Poccuiickort denepanun, 2006, N 31, cr. 3448; 2010, N 31, ct. 4196;
2011, N 15, cr. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328), a Takke C y4E€TOM HAI[MOHAIBHBIX
crangaptoB Poccuiickoit denepanuu B 007acTH 3amuThl MHGOPMAIMKM W B O0JACTH CO3JaHHS
ABTOMATH3MPOBAHHBIX CHCTEM (J1ajiee - HAIlMOHAIbHBIC CTAHIAPTHI).

2. B [0OKyMeHTe YCTaHaBJIMBAIOTCS TpeOOBaHUS K O0OECHEUeHHIO 3alUThl HH(pOpMaLUU
OrPaHUYEHHOI0 JOCTYIA, HE COEpIKalllell CBEACHNUs, COCTABIIAIOLINE IOCYIapCTBEHHYIO TaliHy (naiee
- uHdopmManus), OT YTEUKH [0 TEXHUYECKUM KaHajlaM, HECAaHKIMOHHPOBAHHOIO JOCTYyIa,
CTIEMABHBIX BO3JICHCTBHIA HA TaKyl0 HHPOPMAIUIO (HOCHTENH HHPOPMAILINN) B LIEJSIX e JOOBIBaHUS,
YHUYTOXKEHUS, UCKAXKEHUsI WM OJIOKMPOBAHMS JOCTyNa K HeH (manee - 3amura MHGOpPMALUN) MpU
00paboTke ykazaHHOW MH(OpPMAaLIMK B TOCYJapCTBEHHBIX HH()OPMALIMOHHBIX CUCTEMAX.

Hacrosimue TpeOoBaHMs MOTYT NPUMEHSATHCA S 3alUThl OOIIEAOCTYHNHOM HH(OpMaIu,
coJieprKalleiics B TOCYJAapCTBEHHBIX MH(YOPMAIIMOHHBIX CHUCTEMax, JMJIs JOCTHUXKEHHS IielieH,
yKa3aHHBIX B IyHKTax 1 u 3 wactu 1 craten 16 ®enepanproro 3akoHa ot 27 ntonst 2006 r. N 149-03
"O6 undopmaru, HHGOPMALMOHHBIX TEXHOJIOTUSAX U O 3alluTe HHPopMauu'.

B nokymenTe He paccMmarpuBaioTCs TpeOOBaHUS O 3alluTe HHGOpPMAlMU, CBSI3aHHBIE C
IPUMEHEHHEM  KpUNTOrpagUuecKuX  METOAOB  3alUThl  MHPOpMAUMU U IMUPPOBAIBHBIX
(xpunrorpapuyecknx) CpeACTB 3alIUThl HUHPOPMAILIUH.

3. Hacrosmme TpeGoBaHus SBISAIOTCS 00s3aTeNbHBIMM IpU 00paboTke HHGOpMAIMK B
rOCYJapCTBEHHBIX HH()OPMAIIMOHHBIX CHUCTEMaX, (YHKIMOHUPYIOUIMX Ha TeppuTopuu Poccuiickoin
denepanyu, a Takke B MyHULIUNAIBHBIX WH(POPMALMOHHBIX CUCTEMax, €CJIM MHOE HE YCTaHOBIJIEHO
3akoHoJaTenbcTBOM Poccuiickoit denepanyin 0 MECTHOM CaMOYITPaBIICHUH.

Hacrosimue TpeOGoBaHus He pacHpoCTpaHsSIOTCS Ha TOCYJapCTBEHHble HWH(OPMAalMOHHbIE
cucteMbl Anmunuctpanuu [Ipesunenta Poccuiickoit deneparuu, Coeta bezonacnoctu Poccuiickoit
@enepanun, DenepanbHoro CobOpanus Poccuiickoit ®enepaunu, IlpaButensctBa Poccuiickoit
®enepaunn, Koncrurynnonnoro Cyna Poccuiickoit ®denepaunu, Bepxonoro Cyma Poccuiickoit
Oenepaunu u PenepanbHOl ciyk0b1 6e3omacHocTH Poccuiickoit denepanuu.

(B pex. [Mpukaza ®CTOK Poccum ot 15.02.2017 N 27)

4. Hacrosimme TpeGoBaHus mpeaHasHaueHbl Ui oOnajareneid MH(OpMAIUM, 3aKa3uyUKOB,
3aKJIIOYMBIINX TOCYAAPCTBEHHBIM KOHTPAKT Ha CO3JaHHME TOCYJapCTBEHHOW HWH(MOPMaLMOHHON
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CHCTEMBI (Hajiee - 3aKa3uyuKh) M ONEPaTOPOB T'OCYAAPCTBEHHBIX WH(MOPMAIMOHHBIX CHUCTEM (Jajiee -
OTIepaTopHl).

Jluo, obpabaTpIBaroiiee MHPOPMALUIO, SIBISIOUIYIOCS TOCYAAPCTBEHHBIM HH(POPMALMOHHBIM
pecypcoM, TO TOpydeHHUto obnagatens wWHGopManuKM (3aKa3dydkKa) WU orepatopa W (WIN)
MPEIOCTABIISAIONIEE UM BBIYUCIUTEIBHBIC PECYpPChl (MOIIHOCTH) s 00paOboTKH WHGpOpMAnuu Ha
OCHOBAaHMHW 3aKJIFOUYEHHOTO JOroBopa (jajee - YIMOJHOMOYEHHOE JIMIIO0), OOECleYrBaeT 3alluTy
uH(OpMallUM B COOTBETCTBHHM C 3aKOHOAATENbCTBOM Poccuiickoit ®exepanmuu o6 wuHOpManmw,
WHGOPMAIIMOHHBIX TEXHOJIOTHSX | O 3amuTe nHpopManuu. B moroBope gomkHa ObITH TIPEAYCMOTPEHA
00s3aHHOCTh ~ YIIOJTHOMOYEHHOTO JIMIa O0ecleYnBaTh 3aIluTy WHGOPMAIUHU, SBISIONMICHCS
rOCyJapCTBEHHBIM HH(OPMAIIMOHHBIM PECYPCOM, B COOTBETCTBUH C HACTOSIIUMHU TpeOOBaHUAMHU.

5. [Ipu 0O6paboTke B rocyaapCTBEHHOW MH(DOPMAIIMOHHOW cucTeMe HH(POPMAINH, COAepKaIIeh
MepCOHANbHbIE JTaHHBIE, HAacToslMe TpeOoBaHMs MPUMEHSIOTCS HApSALy C TPEOOBAaHUSAMHU K 3allUTe
MEPCOHANBHBIX JAHHBIX MPH UX 00pabOoTKe B MHPOPMAIIMOHHBIX CHCTEMax MEPCOHATBHBIX TaHHBIX,
yTBEpKACHHBIX MocTaHoBieHueM [IpaButenbctBa Poccuiickoit @enepanuu ot 1 HosOpsa 2012 r. N
1119 (Cobpanue 3akononatenscTBa Poccuiickoit @enepanuu, 2012, N 45, ct. 6257).

6. ITo pemennto obnanarens uHbopmaluu (3aKa3urka) Wik oneparopa Hacrosiume TpedoBaHus
MOTYT TNPUMEHATHCS JUISL  3allMThl WHQPOPMALMH, COJEpIXKAIIEHCS B  HEroCyAapCTBEHHBIX
MH(POPMAIIMOHHBIX CHCTEMaX.

7. 3amuTa uHbOpMaIUK, coAepKaIllelcs B rocyJapCTBEHHON HHPOPMAIIMOHHOI crcTeMe (aanee
- wHpOpPMAIMOHHAS CHCTEeMa), OOeCleYMBacTCsl IyTEM BBIMIOJNHEHUS obJagareneM WHGOpMAIUN
(3akazunkoM) U (WIM) ONEpPaTOpoM TpPeOOBAaHWUH K OpraHM3alldyd 3allUThl  HUHGOpPMAIIHH,
coJiepkarieiics B WHGOPMAIMOHHON cHcTeMe, W TpeOOBaHMW K MepaM 3alluThl HH(OPMAINH,
coJiepkarieiicss B UH(GpOPMAIIMOHHOM CUCTEME.

I1. TpeOoBaHusA K OPpraHU3anMu 3a1IUThI HH(OPMALHH,
coaepskauecs B HHPOPMALMOHHON cUCTeMe

8. B un(opmaimonHoil cucteMe 00beKTaMU 3alIUThI SBISIFOTCS UH(OpMAIIMS, CollepsKaIasics B
MH(POPMAIIMOHHON CHUCTEME, TEXHMYECKHE CpelICcTBa (B TOM YHCJIE CPEACTBA BBIYUCIUTEIHHOMN
TEXHHKHU, MAIIMHHbIE HOCUTENU WH(OpPMAlUU, CPEACTBA U CHUCTEMbl CBA3M M Tepelaud TaHHbBIX,
TEXHUYECKHE CpeAcTBa 00paboTKu OyKBEeHHO-IU(MPOBOM, TrpaduyecKol, BHUICO- U PEUCBOU
uHpopmainun), OOIIECUCTEMHOE, TMPUKIATHOE, CIelNuaIbHOe MporpaMMHOE  obOecredeHue,
WH(OPMAIIMOHHBIE TEXHOJIOTHH, a TAKXKE CPEJICTBA 3aIUTHI HH()OpMAIUH.

9. Ina obecrieueHust 3amuThl WHGOpMAlMHU, cojepxkalieiics B MH(OOPMAIMOHHON CUCTEME,
ONEpPaTOpOM Ha3HAuYaeTcs CTPYKTYpPHOE IMOJpa3ieieHue WM JIOJDKHOCTHOE JHIO (paOOTHUK),
OTBETCTBEHHBIE 3a 3aIIUTy UH(DOpPMAILIUH.

10. JIns mpoBeaeHusi paboT o 3amure WHGOPMAIMU B XOAE CO3JaHUS M DJKCIUTyaTalluu
nH(OPMaLIMOHHON cHCTeMBI 0OsiaaTeneM HHpopMannuu (3aKa34uKoM) U OIepaTOPOM B COOTBETCTBUU
C 3aKoHOJAaTenbCTBOM Poccuiickoit ®eneparnu mpyu HEOOXOIUMOCTH MPUBJIEKAIOTCS OpraHU3aIUH,
MMEIOIIHE JIUIEH3UIO Ha JIEATeIbHOCTh MO TEXHUYECKOW 3aluTe KOHPUACHIINAIbHOW HH(GOpPMAIUU B
cootBeTcTBUU ¢ DenepanbHbiM 3ak0oHOM OT 4 Mast 2011 1. N 99-®3 "O nuieH3upoBaHUM OTAEIIBHBIX
Bu10B AestenpHocTH" (CoOpanue 3akoHomaTenscTBa Poccuiickoit @enepanun, 2011, N 19, cr. 2716;
N 30, ct. 4590; N 43, c1. 5971; N 48, c1. 6728; 2012, N 26, ct1. 3446; N 31, ct. 4322; 2013, N 9, cT.
874).

11. Jlns oGecnedeHus: 3amuThl MHGOPMAIUH, COAEpKamencs B MHGOPMAIIMOHHOW CHCTEME,
MPUMEHSIFOTCSL CPEACTBAa 3alUThl MHGOpPMAIUU, TMPOIISANINE OIEHKY COOTBETCTBUA B (opme
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00s3aTeNbHON CepTH(HKAIMKM Ha COOTBETCTBUE TpeOOBaHUSAM IO Oe30macHOCTH HH(OPMAIUH B
COOTBETCTBHUH CO cTaThelt 5 DenepanbHoro 3akoHa ot 27 aexadps 2002 r. N 184-d3 "O TexHUYeCKOM
perymupoBannn” (Cobpanue 3akononarenscTBa Poccuiickoit @eneparum, 2002, N 52, cr. 5140; 2007,
N 19, ct. 2293; N 49, c1. 6070; 2008, N 30, c1. 3616; 2009, N 29, cT1. 3626; N 48, cT. 5711; 2010, N 1,
cT. 6; 2011, N 30, ct. 4603; N 49, ct. 7025; N 50, ct. 7351; 2012, N 31, crt. 4322; 2012, N 50, cT.
6959).

12. 3amura wHGOpPMAIUK, COIepKamieiicss B HHOOPMAIIMOHHONW CHCTEME, SIBJISICTCS COCTAaBHOMN
4acTbio pabOT MO CO3/IaHUIO U AKCIUTyaTalluu WH()OPMALIMOHHONW CHUCTEMbI U 00ecIedrBaeTCsl Ha BCEX
cTagusax (dTamax) ee Co3JaHus, B XOJE SKCIUTyaTallud M BBIBOJA W3 SKCIUTyaTallMH IyTEeM HMPUHSATHS
OpPraHM3alMOHHBIX M TEXHUYECKUX Mep 3alluThl MH(OpMAalUM, HANpaBIECHHBIX Ha OJOKUpOBaHUE
(meiiTpam3anmio) yrpo3 Oe3omacHocTd WHGOpMAMu B MHPOPMAIIMOHHON cHCTEME, B paMKax
cUCTeMBbI (MIOJICUCTEMBI) 3alUThl HH(GOpMalUK HHGHOPMALIMOHHON CUCTEMBI (Jaiee - CucTeMa 3allUThl
uHpopManuy HHPOPMATUOHHONW CUCTEMBI).

(B pex. [Tpukaza ®CTOK Poccum ot 15.02.2017 N 27)

OpranuzanvoHHbIE M TEXHUYECKHE Mepbl 3allUThl HMH(GOpMAallMU, peallu3yeMble B paMKax
CUCTEMBI 3alluThl HHGPOpPMAMU HH(DOPMALMOHHONW CHCTEMBI, B 3aBUCHUMOCTH OT HH(pOpMaIuHu,
coJieprKaIieiicss B HHPOPMAIIMOHHON CHCTeME, Ieliel co3Manus WH()OPMAIMOHHONW CUCTEMBI U 3a7ad,
peliaeMbIX 3Tol HHGOPMAITMOHHON CUCTEMOM, TOJIKHBI OBITH HAMpPaBICHbI HA UCKIIIOUEHUE!

HENIPABOMEPHBIX JIOCTYIIA, KOMMUPOBAHUS, TIPEIOCTABIICHUS WM PACIIPOCTPAHCHUS WH(OpMAIIUN
(obGecrneuenne KOH(DHUICHIIMATIBHOCTH HH(MOPMAITUH);

HENIPABOMEPHBIX ~ YHUYTOXKCHUS Wik  MoaudummpoBanus wuHPOpMamuu (oOecriedcHue
LIEJIOCTHOCTH MH(pOpMaIun);

HEMPaBOMEPHOT0 OJIOKMpOBaHUs HH(popManuu (o0ecrieueHre TOCTYITHOCTH HH(OpMALIKK).

13. Jlns obecrneueHust 3amiuThl MHPOpPMAIUH, CojAepKalleiicss B MHPOPMAIMOHHON CHCTEME,
IIPOBOJSATCS CIAEAYIOLINE MEPOTIPUATH:

dbopmupoBanre TpeOOBaHHMI K 3amuTe WHOpMaIuu, coaepkaimeics B HHGOPMAIMOHHON
CUCTEME;

pa3paboTKa CUCTEMBI 3aIIUThHI HHPOpMALUK HHPOPMAITMOHHON CHCTEMBI;
BHEJJPEHUE CUCTEMBI 3aIIUThl HHPOPMAIIUK UH(POPMALIMOHHONW CUCTEMBIL;

arrecTanys HMHGOPMAIIMOHHONW CHUCTEMBI IO TpeOOBaHMAM 3alluThl HWHpopManuu (manee -
aTTecranus HHGOPMALlMOHHON CUCTEMBbI) U BBOJ €€ B JICHCTBUE;

oOecrnieyeHre 3allUThl MHQOPMAIMK B XOJ€ KCIUTyaTallud aTTeCTOBAaHHON WH(OpMalMOHHON
CUCTEMBI;

obecrieueHne 3amuUThl  MHGOPMAIIMKM TIPH  BBIBOJE M3 OKCIUIyaTalluM  aTTECTOBAHHOU

I/IH(I)OpMaI_[I/IOHHOI\/'I CHUCTCMbI UJIU ITOCJIC IIPUHATHUA PCILICHUA 00 OKOHYaHUHU O6pa6OTKI/I I/IH(I)OpMaI_II/II/I.

®opmupoBaHue TpeOGoBaHNi K 3amuTe HHpOpMaLuK, coaep:Kaleics
B HH(OPMALMOHHOI cucTEeMe

14. ®opmupoBanue TpeOOBaHMN K 3amuTe MHGOpPMAILUH, coaepikalleiicss B HH(OpMalMOHHON
crcTeMe, OCYILECTBIIAETCS 00aaareneM HHPOpMaLuH (3aKa34UKOM).
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®dopmupoBaHue TpeOOBaHWK K 3ammre WHGOPMAIMHU, COAepXkalieics B WHGOPMAIMOHHON
cucteme, ocymectBisiercs ¢ yderom ['OCT P 51583 "3amura madopmarnuu. ITopsigok cozmanus
aBTOMATH3MPOBAHHBIX CHUCTEM B 3allUIIEHHOM ucnoiHeHuu. Obmme nonoxenus" (manee - TOCT P
51583) u T'OCT P 51624 "3ammuta undopmanuu. ABTOMaTU3UPOBAHHBIE CHUCTEMBI B 3aIUIIICHHOM
ucnonaenuu. O6mue tpedopanus” (nanee - TOCT P 51624) u B ToM 4ncie BKIIOYACT:

OpUHATHE pEHIeHUsT O HEeOoOXOAMMOCTH  3amThl  MH(pOpMamuu, coaepkameics B
nH(OPMALIMOHHON CUCTEME;

Kiaccuukanuo WHGOPMAITMOHHOW CHUCTEMBI MO TPEOOBAHMAM 3aIUThl HHGOpMaNKK (janee -
Kiaccupukanus HHHOPMAITMOHHON CHCTEMBI);

orpejieficHue yrpo3 0e30macHOCTH WH(OpMaluu, peanu3anusi KOTOPBIX MOXKET NPHBECTH K
HapyIICHUIO 0e30I1acHOCTH WH(pOpMAaLK B HHPOPMALMOHHOW CHUCTEME, U pa3pabOTKy Ha X OCHOBE
MoO/JIeNIn yrpo3 0e3omacHoCcTH HH(pOpMaIuy;

orpezeneHue TpeOOBaHUN K CUCTEME 3aIIUThl HH(popManyu HHOOPMALIMOHHOM CUCTEMBI.

14.1. Tlpu npuHATHM pemIeHHS O HEOOXOTUMOCTH 3aIluThl MHPOPMALUHU, COACpKaIICHCS B
MH(POPMALIMOHHOM CUCTEME, OCYIIECTBISETCS:

aHa M3 Uenedl  co3maHMs  MH()OPMALMOHHOM CHUCTEMBl M 3ajad, pelIaeMbIX JTOH
MH(POPMAIIMOHHOHN CUCTEMOI;

omnpezeneHue HHPopMaIH, MoAIexKalei 00padoTke B MHPOPMAIIMOHHOM CUCTEME;

dHaJIM3 HOPMATUBHBLIX IIPABOBBIX AKTOB, MCETOAUWYCCKHUX JOKYMCHTOB W HAallHWOHAJIBHBIX
CTaHAApPTOB, KOTOPBIM JOJIDKHA COOTBETCTBOBATDH I/IH(l)OpMaL[I/IOHHaH CHUCTEMA,

IOPUHATHE pelleHHsT O HEOOXOOUMOCTH CO3JaHUS CHCTEMBbl 3alllUThl  MH(pOpMAIUU
MH(OPMALIMOHHOW CHCTEMBI, a TakKXKe OIpejesieHue uened W 3anad 3auuThl MHGOpMaluu B
MHPOPMALIMOHHOM CHCTEMe, OCHOBHBIX JTallOB CO3JAHHMs CHCTEMBl 3alIUThl HH(POpPMALUU
MH(OPMALIMOHHON CHCTEMbI U (QYHKIUI 1O O0ECTeueHuIo 3alMThl UH(pOpMaLUY, coAeprKallencs B
nHGOPMALMOHHOM cucTeMe, obiafarens nHbopManuu (3aKa3urka), orneparopa U YHOJTHOMOYEHHBIX
JIMIL.

14.2. Knaccuduxanus ©HPOPMALMOHHON CUCTEMBI TPOBOJUTCS B 3aBUCUMOCTH OT 3HaYMMOCTHU
oOpaOaTeiBaeMOM B Hell MHQOpManMu MU Macimtaba MHQOPMAIMOHHOM cucTeMsbl ((enepanbHbIH,
peruoHaNbHbIN, 00BEKTOBBIN).

VYcraHaBnuBaroTCsl TpU KJlacca 3alUIIEHHOCTH WHQOPMAIMOHHOM CHCTEMBI, OIpeeistoIIne
YPOBHH 3aIIMIIEHHOCTH cojepikalieiicss B Hell nHpopMmaruu. CamMblil HU3KHH Klace - TPeTU, caMblid
BbICOKMN - mepBbid. Kiacc 3anumeHHocT HWHGOPMAIIMOHHOW CHCTEMBI  OMpEAeNseTcs B
COOTBETCTBHH ¢ TpuiioxkeHueM N 1 k HacTosmuM TpeboBaHUSIM.

(B pen. [Mpukaza ®CTOK Poccum ot 15.02.2017 N 27)

Knace 3ammmeHHOCTH ompeaensiercs Ui WHGOPMAIMOHHOM CHCTEMBI B IEJIOM W, NpHU
HEOOXOIUMOCTH, JUIsl €€ OTIEIbHBIX CErMEHTOB (COCTaBHBIX 4dacted). TpeOoBaHume K Kiaccy
3alIUIIEHHOCTH BKJIIOYAETCSl B TEXHUYECKOE 3aJ]aHMe Ha CO3JlaHHMe WH(POPMALMOHHOM CHUCTEMBI U
(W) TexHWYEeCKOoe 3ajaHue (YacTHOE TEXHUYECKOE 3aJaHhe) Ha CO3JaHUE CHUCTEMBI 3alUThI
uHbopmManuu  UHPOPMALMOHHOM cuctembl, paspabarbiBaemble ¢ yderom ['OCT  34.602
"UndopmanvonHas TexHonorus. Komiuiekc cTaHAapTOB Ha aBTOMAaTH3UPOBAHHBIE CHUCTEMBI.
TexHuueckoe 3aaHue Ha co3gaHue aBTomaTu3npoBanHoi cucteMbl" (nanee - 'OCT 34.602), TOCT P
51583 u I'OCT P 51624.
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Knacc 3amumeHHOCTH MH()OPMAIIMOHHONW CHUCTEMBI IMOAJIEKUT IEPECMOTPY NPU HU3MEHEHUU
Maciitaba HHGOPMAIIMOHHONW CHCTEMBI HUTH 3HAYMMOCTH 00pabaThiBaeMOl B Hel HH(OpMaIIUH.

Pesynpratel  kiaccupukanumy  MHOOPMAIMOHHOW  CHUCTEMBI  O(QOPMIIIOTCS  aKTOM
KJ1accu(puKamm.

Knacc  3ammmieHHOCTH  MH(OPMALMOHHOW  CHUCTEMBI,  (YHKIMOHMPOBAHUE  KOTOPOU
npeanonaraercss Ha 0a3e HMH(DOPMANMOHHO-TEICKOMMYHHMKAMOHHONH HWH(PACTPYKTYphl IIEHTpa
00paboTKM JaHHBIX, <1> He JODKeH OBITh BBHIIIE KJAcca 3aAIIMIICHHOCTH WH(GOPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHON HHAPACTPYKTYPHI IIEHTpa 00paOOTKHU TaHHBIX.

(a63an BBeneH [Ipukazom ®CTIK Poccuu ot 28.05.2019 N 106)

<1> Ilynkr 5.3 MeToauuecKkux yKa3aHUi [0 OCYIIECTBICHHUIO y4eTa HH(POPMAITMOHHBIX CUCTEM
U KOMIIOHEHTOB HH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHON HH(PPACTPYKTYpPhI, yTBEPKIACHHBIX
npukazoM MunkomcBs3u Poccun ot 31 mas 2013 . N 127 (3apeructpupoBan Muntoctom Poccuu 5
HosiOpst 2013 r., peructpaumonusrii N 30318), ¢ yderoM H3MEHEHUH, BHECEHHBIX IPUKA30M
MunkomcBsizu Poccun ot 15 utonst 2016 1. N 266 (3apeructpupoBan Muntoctom Poccun 14 uromns
2016 r., peructparmonssiii N 42853).

(caocka BBeneHa [Ipukazom @CTIK Poccuu ot 28.05.2019 N 106)

14.3. VYrpo3el Oe3onmacHOoCTH WHGOPMAIMK  ONPEACISAIOTCS IO  pe3yjbTaraM  OICHKH
BO3MOXKHOCTEH (IOTEHIMana) BHEIIHUX U BHYTPEHHMX HapyIIMTeNeH, aHajau3a BO3MOMKHBIX
YSI3BUMOCTEH MH(POPMAIIMOHHON CHCTEMBI, BO3MOKHBIX CIIOCOOOB pean3aluy yrpo3 0e30MacHOCTH
uHbopMalMM M TOCHEACTBUH  OT  HapylIeHUs  CBOICTB  0€30IaCHOCTH  MH(POpPMALUU
(KOH(UICHIINATBHOCTH, IEJIOCTHOCTH, JOCTYITHOCTH).

(8B pen. IIpukaza ®CTIK Poccun ot 15.02.2017 N 27)

B kadecTBe WCXOMHBIX JaHHBIX ISl ONpEACTCHUs Yrpo3 Oe3omacHoCTH HHGOpMaIu
ucrosib3yeTcss 0aHK JaHHBIX yrpo3 OesomacHoctH uH(popmarmu (bdu.fstec.ru), BeneHue KOTOpOro
ocymectBisiercss ®CTOK Poccun B coorBercTBUM ¢ mnoamyHKToM 21 myHkrta 8 Ilonoxenus o
@enepanbHOl cily)kOe MO TEXHHUYECKOMY U SKCIIOPTHOMY KOHTPOJIO, YTBEP)KICHHOTO YKa3oM
[Ipesunenta Poccuiickoit deneparuu ot 16 aBrycra 2004 r. N 1085 (CoOpanue 3akoHOAATENIbCTBA
Poccuiickoit ®enepanuu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, cr.
5431; 2012, N 7, ct. 818; 2013, N 26, ct. 3314; N 53, ct. 7137; 2014, N 36, cT. 4833; N 44, cT. 6041;
2015, N 4, ct. 641; 2016, N 1, ct. 211) (manee - 6aHK JaHHBIX Yrpo3 0e30macHOCTH HH(poOpManuu
OCTIOK Poccun), a Takke HWHbIE UCTOYHHMKH, COJIEpKallle CBEACHMS 00 YSA3BHUMOCTSX U yrposax
6e30macHOCTH HHPOPMALIUH.

(a63an BBeneH Ipukazom ®CTIK Poccun ot 15.02.2017 N 27)

[Ipu ompeneneHun yrpo3 0e30mMacHOCTH  HMH(OPMAIMM  YYUTHIBAIOTCS  CTPYKTYpPHO-
(GYHKIIMOHAJIbHBIE XapaKTEPUCTUKU UHPOPMAIIMOHHON CHUCTEMBI, BKIIIOUYAIOIIUE CTPYKTYPY U COCTaB
MH(POPMAIIMOHHON CHUCTEMBI, (HU3MUECKUe, JOTHYecKue, (QYHKIMOHAIbHBIE M TEXHOJIOTUYECKHE
B3aMMOCBA3U MCEXIY CCIrMCHTaAaMH HH(i)OpMaHHOHHOﬁ CHUCTEMBI, C MHHBIMHU I/IH(i)OpMaHI/IOHHBIMI/I
cucreMaMl U MH(POPMAlMOHHO-TEJIEKOMMYHUKALMOHHBIMUA ~ CETAMH, PEXHMbI  00paboOTKH
uHpopMaui B HMHPOPMAIIMOHHOM CHUCTEME U B €€ OTHENbHBIX CErMEHTax, a TaKKe HHbIe
XapaKTepUCTUKH HH()OPMAIIMOHHONW CHCTEMBI, IMPHUMEHseMble WH(POPMALMOHHBIE TEXHOJOTUU U
0COOEHHOCTH €€ (PYHKIIMOHUPOBAHUSI.

[Ipu ompenenenun yrpo3 Oe3omacHOCTH UHGoOpMaUd B HMHGOPMAIIMOHHONH CHCTEME,
(GYHKIIMOHUPOBAHME KOTOPOHM mpenmnosaraercs Ha 0a3ze HMH(DOPMALMOHHO-TEIEKOMMYHUKALMOHHON
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UHOQPACTPYKTYpHl LEHTpa OOpaOOTKM JaHHBIX, JOJDKHBI YUYUTHIBATHCS YIpO3bl 0€30MacCHOCTH
UHpOPMAINH, aKTyalbHbIE JUII HHPOPMAIIMOHHO-TEICKOMMYHHKAIIMOHHONW HH(PACTPYKTYPHI IIEHTpPa
00pabOTKH JTaHHBIX.

(a63an BBeneH [Ipukazom ®CTIK Poccuu ot 28.05.2019 N 106)

[To pesymbraTaMm ompeneicHus yrpo3 Oe30MacHOCTH HMHQPOpPMALUH TPH HEOOXOJUMOCTH
pa3pabaThIBAOTCSl PEKOMEHAIMH 10 KOPPEKTUPOBKE CTPYKTYPHO-(PYHKIIMOHAIBHBIX XapaKTEPUCTUK
UH()OPMAIIMOHHON CHCTEMBbI, HAIIPABJICHHBIC HAa OJIOKMPOBaHWE (HEHTPAIU3ALHUIO) OTICIBHBIX YTPo3
6e30macHOCTH HHPOPMALIUH.

Mogens yrpo3 0GezomacHOCTH WHGOpPMAIMK JODKHA COACpPXKATh OMHCAaHWE MH(POPMALMOHHOM
CUCTEMBI U €€ CTPYKTYPHO-()YHKIIMOHAIBHBIX XapaKTEPUCTHUK, a TAKXKE OMHUCAaHUE YIrpo3 0€30MaCHOCTH
uHpOpMalUY, BKIIOYAIOIIEE OMUCAHWE BO3MOXKHOCTEH HapymmTenaed (MOAETb HapyIIUTEN),
BO3MOXXHBIX YSI3BUMOCTE MH()OPMAILIMOHHOW CUCTEMBI, CIIOCOOOB peanu3alui yrpo3 0e30mnacHOCTH
nHGOPMAIIUY 1 TTOCIIEICTBUI OT HapyIIEHUS] CBOMCTB 0€301MacHOCTH HH()OPMAIIHH.

Jns omnpenenenuss yrpo3 Oe3omacHOCTH wuH(poOpManuu U pa3paboTKM MOJAETH  YIrpo3
Oe3omacHoCTH WHGPOPMAIIMU  MPUMCHSIOTCS METOJWYECKHUE JIOKYMEHTBHI, pPa3paOOTaHHBIC U
yrBepxkaeHHple CTOK Poccum B coorBercTBUM ¢ noanyHKToM 4 nyHkra 8 IlomokeHus o
®denepanbHOll ClIy)k0€ MO TEXHMUYECKOMY M SKCIOPTHOMY KOHTPOJIIO, YTBEPXKICHHOTO YKa3zom
[Ipesunenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. N 1085 (Cobpanue 3aKkOHOJATENbCTBA
Poccuiickoit ®enepanuu, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, ct. 4921; N 47, cT.
5431; 2012, N 7, ct. 818).

14.4. TpeboBaHus K cHCTEME 3alUTHl HHGOpMAUK HHOOPMAITIOHHON CUCTEMBI OTIPENENISIOTCS
B 3aBHCHMOCTM OT KJlacca 3alUILIEHHOCTH HMH(OPMAIMOHHOW CHUCTEMBl M Yrpo3 0e30MacHOCTH
nH(OpMAaIINHY, BKIIIOYCHHBIX B MOJICIh YTPO3 0€30MacHOCTH HH(POPMAIIHH.

TpeboBanust K cucTeMe 3amuThl WHpOpMAMKU WH(YOPMAITMOHHOW CHCTEMBI BKJIFOYAIOTCS B
TEXHUYECKOE 3a/laHie Ha CO3JaHHe MH(POPMALMOHHOW CHCTEMBbl U (WJIM) TEXHMYECKOE 3aJaHue
(yacTHOE TEXHHWYECKOE 3a/JlaHWe) Ha CO3[aHHe CHCTEMBI 3alIUThl WH(OpMAIH HWHHOPMAITMOHHOMN
cucremsl, paspadbarsiBaemble ¢ yuetom ['OCT 34.602, TOCT P 51583 u I'OCT P 51624, u nomxHsl B
TOM YHCIIE COJCPIKATh:

eIk ¥ 3a/1a4i o0ecTeyeHNs 3alUThl HH(pOopMaluy B MHPOPMALIMOHHON CHCTEME;
KJIaCC 3aIIMIIEHHOCTH NHPOPMAIIMOHHON CUCTEMBI;

NNEpCUCHb HOPMATUBHLBIX IIPABOBBIX AKTOB, MCTOAWMYCCKUX JOKYMCHTOB W HAIIUMOHAJIBHBIX
CTaHAApPTOB, KOTOPBIM HOJI’KHA COOTBETCTBOBATH I/IH(l)OpMaI_II/IOHHaH CcCUCTEMA,

nepeyeHb 0ObEKTOB 3aIUThl UH(POPMALIMOHHON CUCTEMBI;

TpeOOBaHUs K ME€paM M CPEICTBaM 3allUThl WH(GOPMAIIUU, TIPUMEHIEMbIM B HHPOPMAIMOHHOM
CHCTEME;

cTaauu (3Tanbl paboT) CO3MaHMS CHCTEMBI 3aIlIUTH HH()OPMAITMOHHONW CHCTEMBI;

(a63ar BBeneH [Ipukazom @CTIK Poccun ot 15.02.2017 N 27)

TpC6OBaHI/I$I K HOCTaBJIIKICMBIM TCXHUYCCKHUM CPEACTBAM, IIPOTpaMMHOMY O6CCHC‘ICHI/IIO,
CpCACTBaM 3allIUTLL I/IH(I)OpMaI_II/II/I;

(a63an BBeneH Ipukazom ®CTIK Poccun ot 15.02.2017 N 27)
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GYHKIIMM 3aKa34HMKa U Oreparopa 1mo o0ecrneueHuro 3auuThl HHPOpMaud B MHPOPMAIIMOHHOMN
cHucTeMe;

(a63arn BBeneH [Ipukazom @CTOK Poccun ot 15.02.2017 N 27)

TpeOOBaHUS K 3allUTe CPEACTB U CHCTEM, 00ecneunBalommMXx (QYHKIMOHHPOBAHHUE
nH(pOpMaMOHHOM crcTeMbl (0OecreunBaroeii HHPPACTPYKTYpeE);

(a63an BBeneH Ipukazom ®CTIOK Poccun ot 15.02.2017 N 27)

TpeOoBaHUsT K 3amuTe HHGOpMamuu Npu WHPOPMAIMOHHOM B3aUMOJICHCTBUU C HWHBIMH
WH()OPMAIIMOHHBIMU CUCTEMAMH ¥ HH(POPMAITMOHHO-TEIIEKOMMYHHUKAIIMOHHBIMH CETSIMH, B TOM YHCIIC
¢ WHPOPMAIMOHHBIMA CHCTEMaMH yIOJHOMOYEHHOIO JIMIAa, a Takke NpU TNPUMCHEHUHU
BBIYHUCIUTEIBHBIX PECYpcOB (MOIIHOCTEH), MPEIOCTABISIEMBIX YIOJHOMOYCHHBIM JIMIIOM  JUJISI
00paboTku uHbOpMaIUH.

[Tpu ompeneneHnu TpeOOBaHUI K CHCTEME 3alUTHl MH(GOPMAIMKA MHPOPMAITMOHHOW CHCTEMBI
YYUTBHIBAIOTCST TOJOXKEHHS TOJUTHK oOecriedueHuss MH()OPMAaMOHHONH Oe30macHOCTH 00JaaaTens
uHpopManuy (3aKa3uMKa), a TaKXkKe IOJUTUK obecreueHus WHPOPMAIMOHHOW 0e301macHOCTH
orepaTopa M YIOJIHOMOYEHHOTO JMIA B YacTH, HE MPOTHBOpEYAleH IOJIUTHKAM O0JajaTess
nHbOpMaNnH (3aKa34HKa).

(8 pen. [Ipukaza ®CTIK Poccuu ot 15.02.2017 N 27)

B cnyuae co3nanus MHQOPMAIMOHHON CUCTEMBI, (PYHKLIIMOHUPOBAHUE KOTOPOU Ipeanoaraercs
Ha Oa3ze MH(OPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHON HH(PACTpYKTyphl LEHTpa OOpabOTKH JaHHBIX,
JOTOJHUTEIBHO ONpPENeIAIOTCS TPeOOBaHMS IO 3aIuTe MH(pOpMAaNMy, MOUIeKAIINe peaan3alul B
MH(GOPMALMOHHO-TEIEKOMMYHUKAIIMOHHOW HHPPACTPYKTYpe LIeHTpa 00pabOTKH JaHHBIX.

(a63an BBenen Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)
Pa3padorka cucrembl 3amuThl HHPpOpManuu HHGOPMALMOHHON CHCTEMBbI

15. Pa3zpaGoTka cucTeMbl 3alUThl MHGOpPMALUK HHGOPMALMOHHOM CHUCTEMBI OPraHU3yeTCs
oOnanareneM nHGOpMaLUY (3aKa3UUKOM).

Pa3zpaboTka cuctembl 3amUThl HHPOPMAIUK HHPOPMAIIMOHHON CHCTEMBI OCYIIECTBISETCS B
COOTBETCTBMM C TEXHHUYECKUM 3aJlaHMeM Ha co3JlaHue HWHQPOPMAIMOHHON cHucTeMbl H (WIIH)
TEXHUYECKUM 3aJjaHueM (YacCTHBIM TEXHHYECKUM 3a/JlaHHEM) Ha CO3JaHUE CHUCTEMbl 3alUTHI
unpopmanun nHpopmannonHoi cucreMsl ¢ yuetom ['OCT 34.601 "UndopmannoHHas TEXHOIOTHSL.
Kowmrmiekc cranmapToB Ha aBTOMaTU3UPOBAHHBIE CUCTEMBI. ABTOMAaTU3HPOBaHHbIE CUCTEMBI. CTaauu
co3nanus” (manee - FOCT 34.601), TOCT P 51583 u I'OCT P 51624 u B TOM 4mCIIe BKIFOYAECT:

MIPOEKTUPOBAHNUE CUCTEMBI 3aLIUTHI THPOPMAIIUU HHPOPMAIIMOHHON CHCTEMBI;

pa3paboTKy  OSKCIUTyaTallMOHHONW  JOKYMEHTAallMd Ha CHCTEMYy 3alluThl  HH(pOpMaIMu
MH(POPMALIMOHHOMN CUCTEMBI,

MaKeTUPOBAHWE W TECTHPOBAHHE CHUCTEMBI 3alllUThl MH(POpMaMU WHOOPMALMOHHON CHCTEMBI
(mpu HEOOXOAMMOCTH).

Cuctema 3amuThl uHOOpPMAIMU WH(YOPMAIMOHHON CHUCTEMBI HE JOHKHA MPEMSTCTBOBATH
JOCTHKEHHUIO TIeNiel co3/1anusl HPOPMAIMOHHON CHCTEMBI U €€ () YHKITMOHUPOBAHHIO.

[Tpu pa3paboTke cuCTeMbI 3alMThl HHPOPMAIIMK MHPOPMALMOHHOW CUCTEMbI YYUTHIBACTCS €€
MH(OPMALIMOHHOE B3aMMOJEHCTBHE C MHBIMH MH(GOPMAIMOHHBIMU CHCTEMaMU M HH(OPMalMOHHO-
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TEJIEKOMMYHUKAIIMOHHBIMH ~ CETSIMH, B TOM 4YHCI€ C HMHQOPMAIMOHHBIMH  CHCTEMaMHU
YIOJHOMOYEHHOIO JIMIA, a TaKKe MPUMEHEHHE BBIYUCIUTEIBHBIX PECypcoB (MoOLIHOCTEN),
MPEJOCTABIISIEMBIX YIIOJTHOMOUYSHHBIM JTUIIOM /17151 00pabOTKH HH(OPMAITHH.

15.1. TIpu mpoeKTUPOBAHUHU CUCTEMBI AU THl HH(OPMAITUK HHHOPMAITMOHHOM CHUCTEMBI:

OTIPENIENIAIOTCS TUIIBI CYOBEKTOB AOCTYIA (ITOJIB30BATEIH, IPOILECCHl M UHBIE CYOBEKTHI JOCTYIIA)
U 00BEKTOB JIOCTYIA, SIBJISIFOIIMXCS 00BEKTaMU 3alluThl (YCTPOMCTBa, OOBEKTHI (PailioBOM CHCTEMBI,
3aIlyCKaeMble U HCIIOJIHSAEMbIE MOAYIH, OOBEKThI CUCTEMbI YIpaBJICHUs 0a3aMy TaHHBIX, OOBEKTHI,
CO3/1aBaeMbl€ MPUKIIAIHBIM IPOrPaMMHBIM 00ecIiedeHHEM, HHbIE O0BEKTHI JIOCTYIA);

OTPEACIAIOTCS METOJIbl YIPABICHUS TOCTYNOM (AUCKPELMOHHBIA, MaHJIATHBIA, POJIEBOM WM
WHBIE METObI), TUIIBI JOCTyNa (YTEHHUE, 3aMKCh, BHINOJHEHUE WJIM MHBIC THUIBI JIOCTYIA) U MpaBUiIa
pasrpaHUyeHHs] JOCTyma CyOBEKTOB JOCTyna K OObEeKTaM JOCTyna (Ha OCHOBE CIIMCKOB, METOK
0€30MMacCHOCTH, POJICH U WHBIX TPABHII), MOAJISKAIUE pEeaATH3aINN B HHPOPMAIIMOHHOW CHCTEME;

BBIOMPAIOTCS MEphbl 3alIMThl HMH(GOPMAIMH, MNOJICKAIIUE peaTu3allMd B CHUCTEME 3allUThI
nHpopManuy HHPOPMAITUOHHONW CUCTEMBL;

OIpeNeNAIOTCA BUJbl U THUIIBI CPEACTB 3alIUThl MH(OpMAIMK, 00ECHeyuBaroIe Pealn3aluio
TEXHUYECKUX MEpP 3alIUThl HHPOpMAIUH;

OTIPEICIIAETCS CTPYKTYpPa CUCTEMBI 3aIIUTH HHGOPMAITUU HHPOPMAITMOHHON CUCTEMBI, BKITIOUYAs
cocTaB (KOJIMYECTBO) M MECTa Pa3MEILCHHUs €€ JIEMEHTOB;

OCYILECTBIISICTCS. BEIOOP CPENICTB 3alIUTHl HH(POPMAIINHU, CEPTUDUIIMPOBAHHBIX HA COOTBETCTBHE
TpeOOBaHUAM 1O 0€30MacHOCTH MHGOPMAILMM, C YYETOM HX CTOMMOCTH, COBMECTUMOCTH C
MHGOPMAIIMOHHBIMA TEXHOJIOTUSAMU W TEXHUYECKHMHU CPEICTBaMH, (YHKIHMHA O€30MacCHOCTH AITHX
CpeACTB M OCOOEHHOCTEH MX peanu3alyM, a Takke Kiacca 3alllUIIeHHOCTH HH(POPMALMOHHOM
CUCTEMBI;

ompeAensoTcs TpeOoBaHUS K MapaMeTpaM HAaCTPOWKH MPOTPaMMHOTO 00eCredeHus], BKIoYas
mporpaMMHOE OOecCIiedeHrne CpPeICTB 3aluThl MH(pOpManuu, 00ECIEUMBAIOIINE PEATU3ANUI0 Mep
3alUThl HTHPOPMAIIHH, a TaKXKe YCTPaHEHHE BO3MOKHBIX YSI3BHUMOCTEH WH(MOPMAIMOHHONW CHCTEMBI,
MIPUBOIANINX K BOSHUKHOBEHHUIO YTPpo3 0€301acCHOCTH WHPOPMAITUH;

(8B pexn. IIpukaza ®CTIK Poccun ot 15.02.2017 N 27)

OMpCACIIAOTCA MCPBI 3alIUThI I/IH(bOpMaIII/II/I npu I/IH(i)OpMaIH/IOHHOM B3aI/IMOI[€I\/’ICTBI/II/I C UHBIMU
MH(OPMAIIMOHHBIMU CUCTEMAMH M HH(POPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHBIMH CETSMHU, B TOM YHCIIe
C I/IH(i)OpMaHI/IOHHI)IMI/I CUCTEMAaMH  YIIOJITHOMOYCHHOI'O JiMlda, a TaKKe IIpu [MPUMCHCHUHN
BBIUHUCIUTENBHBIX PECYpcOB (MOIIHOCTEH), MPEIOCTABISIEMbIX YIOJHOMOYEHHBIM JIMIIOM s
00paboTku nHbOpMaIUu.

Pe3ynbTaThl MPOEKTUPOBaHMS CHCTEMBI 3alUTHl WHGpOpMaMU HH(GOPMAIMOHHONH CHUCTEMBI
OTPaXXaloTCsl B NMPOEKTHOM NOKYMEHTAIMU (ICKU3HOM (TEXHHYECKOM) MpoekTe U (Win) B paboueit
JOKYMEHTAIlMM) Ha MHPOPMAIMOHHYIO CHUCTEMY (CHUCTEMY 3allMThl MHPOpMAK WH(OPMAIIMOHHOM
cucrembl), pa3zpadarbiBaeMbix ¢ yuyetoM ['OCT 34.201 "Hudopmanmonnas texHojorus. Kommnekc
CTaH/IapTOB HAa aBTOMAaTHU3HWPOBAHHBIE CHUCTEMbI. BUbI, KOMIUIEKTHOCTh U 0003HAaYEHHE JIOKYMEHTOB
IIPU CO3/IaHUH aBTOMaTU3upoBaHHbIX cucteM" (nanee - [OCT 34.201).

[IpoexkTHass poOKyMeHTalMsi Ha HMHQOPMAIMOHHYIO CHUCTEMY U (WJIM) €€ CHUCTeMY 3allUThl
uH(OpMAaIIUU MOJUIekKAT COTIACOBAHHIO C ONEPaTOPOM MH(OPMAIIMOHHONW CUCTEMBI B Cllydae, €CJIH OH
ONpEJETIeH TAKOBBIM B COOTBETCTBHUM C 3aKOHOJATeNbCTBOM Poccuiickoir denepanum K MOMEHTY
OKOHYaHUSl TPOEKTHPOBAHUS CHCTEMBl 3alUThl MH(POpMauy HHOOPMAIIMOHHOW CHUCTEMBI U HE
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ABIISICTCA 3aKa3UMKOM JaHHON MH(OPMAIIMOHHON CHUCTEMBI.

[Ipy OTCYTCTBMM HEOOXOIUMBIX CPEICTB 3alUThl HMHGOpPMALMHU, CEepPTU(UIUPOBAHHBIX Ha
COOTBETCTBHE TPEOOBAHMAM IO OE30MACHOCTH MH(OpPMAIMH, OPraHU3yeTcs: pa3padoTkKa (10paboTKa)
CPeACTB 3allUThl MHPOPMALMU M HUX CepTUGUKALMS B COOTBETCTBUM C 3aKOHOAATEIbCTBOM
Poccuiickoit  denepanuu  WIM  IPOU3BOAUTCS  KOPPEKTUPOBKA  IIPOCKTHBIX  PEIICHHM IO
WH(pOPMAIMOHHON cHucTeMe M (WJIM) €€ CHCTeME 3alluThl HHOOPMAIMU ¢ y4eTOM (PYHKIIMOHATBHBIX
BO3MOYKHOCTEH UMEIOIIUXCS CEPTUDHUIIMPOBAHHBIX CPEICTB 3AIIUTHI HHPOPMALIUH.

[lpy TPOEKTUPOBAHUHM CHUCTEMBI 3alIUTHl MHPOPMAIMKM WHPOPMAIIMOHHOW  CHCTEMBI,
(yHKIMOHMPOBAHUE KOTOPOW IMpenmnojaraercs Ha 0ase MH(OPMAIOHHO-TEIEKOMMYHHKAIIMOHHON
UHQPACTPYKTYpPHI LIEHTPa 0OpaOOTKU JAHHBIX, IS OJIOKMPOBAHUS aKTyalbHBIX YIPo3 0€30MacHOCTH
uHbopMaMM MOTYT OBITh NPUMEHEHBI MEphl 3alUThl  HHGOpPMAIMM, pealu3yemble B
UH()OPMAIIMOHHO-TEICKOMMYHHKAIIMOHHON HHPPACTPYKTYpe LIEHTpa 00pabOTKH JaHHBIX.

(a63arn BBeneH [Ipukazom ®CTIK Poccuu ot 28.05.2019 N 106)

15.2. Pa3paboTka »SKCIUTyaTallMOHHOW JIOKyMEHTAllMd HAa CHCTeMY 3allUThl HH(OpMaLUU
WH()OPMAIIMOHHON CHCTEMBI OCYIIIECTBIISETCS B COOTBETCTBUH C TEXHHUYSCKUM 3aJaHUEM Ha CO3JIaHUE
MH(OPMALIMOHHON CUCTEMBI U (WJIM) TEXHUUYECKUM 3a/laHueM (YacTHBIM TEXHHYECKHM 33JaHHEM) Ha
CO3/IaHHE CUCTEMBI 3alIUTHl HHPOPMAITUN HHPOPMAIIMOHHOW CHCTEMBI.

DKCIulyaTalluOHHAas JOKYMEHTAlusi Ha CHCTEMY 3aluThl HHpOpMau HHGOPMALMOHHON
cuctemsl pa3padateiBactes ¢ yaetom ['OCT 34.601, TOCT 34.201 u TOCT P 51624 u nomwkHa B TOM
YHCJIe COJIEPIKATh OMMCAHUE:

CTPYKTYPbI CUCTEMBI 3alIUThHI HH()OpMALIUU HHPOPMALTMOHHON CUCTEMBI;

COCTaBa, MECT YCTAHOBKH, IMAPAMETPOB U NOPSAJKA HACTPOWKH CPEICTB 3aIIMTHI MH(OpMaLUH,
IIPOrpaMMHOr0 00ecreueHs] U TEXHUYECKUX CPE/CTB;

IIPAaBHJI AKCIUTyaTallMM CHCTEMBI 3alUThl HH(OpMaluu HHPOPMAIIMOHHON CUCTEMBI.

15.3. IIpu MakeTHpOBaHUM U TECTUPOBAHUU CHCTEMBI 3allUThl HH(POpMaMK HHOOPMALIMOHHON
CUCTEMBI B TOM YHUCJIE OCYILECTBIISFOTCS:

poBepKa paboTOCIIOCOOHOCTH M COBMECTUMOCTH BBIOpaHHBIX CPEACTB 3alllUThl HH(OpMALIUU C
MH(GOPMALMOHHBIMH TEXHOJOTHSMH U TEXHUYECKHUMHU CPEJCTBAMHU;

IIPOBEPKA BHINIOJHEHUS BEIOPAaHHBIMU CPEICTBAMU 3aIUThl HHPOpPMAIMK TPEOOBAHUMN K CHCTEME
3alUThl HH(pOPMAMK UHPOPMAITMOHHONW CUCTEMBI;

KOPPEKTHPOBKAa TPOEKTHBIX pEeIIeHUH, pa3pabOoTaHHBIX MpH CO3JaHUM HH()OPMAIMOHHON
CUCTEMBI U (WJIM) CUCTEMBI 3aLIUTHl HHOPMAIUU HHPOPMAIIHOHHOMN CHCTEMBI;

a63an uckioueH. - [Ipukaz ®CTIK Poccun ot 15.02.2017 N 27.

MaxkeTupoBaHue CHUCTEMBl 3alllUThl HHPOpMAMM UHPOPMAIMOHHON CHUCTEMBI U €€
TECTUPOBAHUE MOMKET IIPOBOJUTHCA B TOM 4YHUCIE C WCIOJIb30BAHUEM CPEACTB U METOLOB
MOJICIMPOBAaHUS MH()OPMAIIMOHHBIX CUCTEM U TEXHOJIOTUH BUPTYyaIHU3allUH.

BHueapenue cucrembl 321U ThI MHGOPManuy HHPOPMALMOHHON CHCTEMBI

16. Buenpenue cucreMbl 3amiuThl HUHGOpMaMU HHOOPMAIIMOHHOW CHUCTEMBI OpPraHHU3yeTCs
obnanareneM HHPOPMALIUU (3aKa3UHKOM).
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BHenpenue cucrempl 3amuThl MHGOpMalWu HWH(OOPMALMOHHOW CHUCTEMBI OCYIIECTBISIETCS B
COOTBETCTBHUH C IMPOEKTHON M IKCIUTyaTallMOHHOW JTOKyMEHTallMel Ha CUCTEMY 3allliThl HHGOpMauu
MH(POPMAIIMOHHON CUCTEMBI U B TOM YHCIIE BKIIIOYALT:

YCTaHOBKY U HACTPOUKY CPEJICTB 3alIUThl HHPOPMAIIUU B HHPOPMAIIIOHHON CHCTEME;

pa3paboTKy TOKYMEHTOB, OMPEACISIOMINX MpaBWia U MPOLEAYPHl, pealn3yeMble ONepaTopoM
st o0ecrieyeHns 3amuThl HHGOpManun B HMHOOPMAIIMOHHOW CHCTEME B XOJIe €€ DIKCIUTyaTaluu
(anee - OpraHM3alMOHHO-PACHIOPSAUTENbHBIE JOKYMEHTHI 10 3alUTe HHPOPMALIUN);

BHE/IPEHHE OPTaHU3AIMOHHBIX MEP 3aLIUThI HH(OPMAIINH;
IpeBapUTebHbIEC UCIIBITAHUS CUCTEMBI 3aIUThl THPOPMALUU UH(HOPMALIMOHHON CUCTEMBI;
OTIBITHYIO 9KCIUTYaTalUIO0 CUCTEMBI 3alIUTHI HH(POPMAUK HHPOPMALIMOHHONW CHCTEMBI;

aHaJU3 ysI3BUMOCTEH MH(POPMALIMOHHON CHCTEMBI U MPUHITHE MEP 3aIIUTHI HH(OPMAIMH IO UX
YCTPaHEHHUIO;

MMPUEMOYHBIC UCIIBITAHUSA CUCTEMBI 3alIIUThI I/IH(l)OpMaLII/II/I I/IHCI)OpMaIII/IOHHOfI CHUCTCEMBI.

K BHenpeHuto cuctembl 3amuThl MH(OpManuu HHMOPMALMOHHOW CUCTEMbI NpPUBJIEKAeTCs
orepaTop MH(OPMALMOHHONW CHUCTEMBI B CIydae, €CIM OH OIPEJCJIEH TaKOBBIM B COOTBETCTBHM C
3akoHoJaTenbcTBOM Poccuiickoil denepaninu K MOMEHTY BHEIPEHUS CHCTEMBI 3aIlUThl HHPOPMALUU
MH(POPMAIIMOHHOHN CHCTEMBI M HE SIBIIICTCS 3aKa3YUKOM JTaHHOW MH()OPMAITMOHHON CHCTEMBI.

16.1. YcraHoBKka M HAacTpoHKa CPEICTB 3alIUTHl WHGOpMANMKA B WHGOPMALMOHHON CHUCTEME
JOJDKHA TPOBOAUTHCS B COOTBETCTBUHU C IKCIUTyaTAIMOHHOM JOKYMEHTAallMell Ha CHCTEMY 3alllUThI
nHpopManuy MHPOPMAITUOHHONW CUCTEMBI U IOKyMEHTAIMEH Ha CPEJCTBA 3alIUTHI HH()OPMAIIHH.

CpenctBa  3amuThl  MH(OpManuy, YycCTaHaBIMBaeMble B  HMH(QOPMALMOHHOW  CHUCTEME,
¢byHKIMOHUpYIOLIeH Ha 0a3e MHGOPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHON HH(PPACTPYKTYphl LIEHTpa
00pabOTKM JaHHBIX, JOJDKHBI OBITH COBMECTHUMBI MEXJY COOOH, a Takke CO CPeIACTBAMHU 3alIUThI
nH(pOpMallMK, YCTAHOBJIEHHBIMM B HWH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON HMH(pacTpyKType
1eHTpa 00paboTKU JaHHBIX.

(a63an BBenen Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

16.2. PazpabarpiBaemble OpraHU3AIMOHHO-PACTIOPSIUTEIBHBIE JIOKYMEHTHI TI0  3allHuTe
nH(OPMAIIUN JOKHEI ONIPEEISITh MPaBUiIa U IPOIEAYPHI:

ynpaBieHus: (aAMUHUCTPUPOBAHMs) CHCTEMOW 3aliuThl HH(pOpManuu HHGPOPMALMOHHON
CUCTEMBI;

BBISIBIICHUS] MHIIMIEHTOB (OJHOTO COOBITUSI MJIM TPYIIIbI COOBITHI), KOTOPhIE MOT'YT NPUBECTU K
cO0sIM WK HapylIeHUo (YHKIMOHUPOBAHUS NH(OOPMALIMOHHONW CUCTEMBI U (WJIM) K BOSHUKHOBEHHIO
yrpo3 6e30nacHOCTH HHPOPMALIUU (Jlajiee - MHIIMJSHTHI), U pearupoBaHus Ha HUX;

yIlpaBiieHUs] KOH(UTypalueil aTTecTOBaHHOW MH()OPMAIIMOHHOW CHCTEMBI M CHUCTEMBI 3aIlUTHI
nH(popManuu HHGOPMAITMOHHON CUCTEMBI;

KOHTpOJIsl (MOHUTOPWHTA) 3a OOECHedYeHHWeM YpOBHS 3alIMIIEHHOCTH HH(OpMAIINH,
cojieprkarieiicss B UH(QpOpPMallMOHHON CHUCTEME;

3amMThl WH(GOPMAIIMHA TIPU BBIBOAE W3 AKCIUTyaTalluil MH()OPMAIIMOHHON CHCTEMBI U TIOCIe
MPUHATHUS pelieHust 00 OKOHYaHUU 00pabOTKU MH(OPMAITHH.
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16.3. IIpu BHepEHUH OPraHU3aLMOHHBIX MEp 3aIUTHl HH(POPMAITUHN OCYIIECTBISIOTCS:

peanu3anus MpaBWl pa3rpaHUYEHHUs AOCTYIa, PErIaMeHTUPYIOIIUX IpaBa JOCTyNa CyObEKTOB
JocTyma K 00BEKTaM JIOCTyIa, U BBEACHHE OTPAHMYCHUI Ha JEHCTBUS MOJIb30BATENCH, a TaKXkKe Ha
W3MEHEHUE YCJIOBUU OKCIUIyaTalluM, COCTaBa M KOHQUTYpallUM TEXHUYECKUX CpPEICTB U
MPOrPaMMHOTO O0ECTICUeHUS;

IIPOBEPKA IIOJIHOTBI M JETAJIbHOCTH ONMCAHMs B  OPraHU3allMOHHO-PACIOPAIUTENBHBIX
JOKyMEHTax [0 3amuTe uHbopManud JACHCTBHI  IONB30BaTeNe M aAMHUHUCTPATOPOB
MHGOPMALIMOHHOM CUCTEMBI 10 peaTu3alii OpraHU3alMOHHBIX MEp 3allUThl UH(pOpMaIuHy;

0TpaboTKa EHCTBUI TOKHOCTHBIX JIUI] M ITOJIPA3/IeJICHNI, OTBETCTBEHHBIX 32 PEaTH3aLUI0 Mep
3alIUThI UH(OPMAIHH.

16.4. IlpenBapuTenbHbIe WCHBITAaHUS CUCTEMBbI 3aIlUThl WHGOpPMAIMU HHGOPMAIIMOHHON
cucrembl npoBoastca ¢ yuerom ['OCT 34.603 "HMudpopmanmonnas texHojorus. Buasl ucnblTanui
aBToMatu3upoBaHHbIXx cuctem" (manee - OCT 34.603) u BKIIOYAIOT MPOBEPKY pabOTOCIIOCOOHOCTH
CUCTeMBI 3almuThl HHQOpMAaHH HHPOPMAIMOHHON CHCTEMBI, a TaKXe NPHHITHC PEIICHUS O
BO3MOYKHOCTH OIBITHOM SKCIUTyaTallud CUCTEMBI 3alIUTHI HHGOPMAIIU HHPOPMAIIIOHHON CHUCTEMBI.

16.5. OmnbiTHas 3KCIUTyaTallMsl CUCTEMBbl 3alIUThl MHPOPMAUU HHMOPMALMOHHOM CHUCTEMBI
npoBoautcs ¢ yauerom ['OCT 34.603 u BkitouaeT MpoBepKy (PYHKIMOHUPOBAHUS CUCTEMBI 3alUTHI
nHpopManuy HHPOPMALMOHHON CUCTEMBI, B TOM YMCIIE PEATHM30BaHHBIX MEp 3aIIUTHI HH(POPMAIINH, a
Takke TOTOBHOCThH IIOJIb30BAaTeNel W aJIMUHUCTPATOPOB K OKCIUTyaTallUd CHUCTEMbI 3allUThI
nHpopManuy MHPOPMAITHOHHON CHCTEMBI.

16.6. Anamu3 ys3BUMOCTEH HWH(OPMALIMOHHOW CHCTEMbl NPOBOAMTCA B LEISIX OLEHKU
BO3MOXKHOCTH NPEOJOJICHHUS] HApYIIUTENeM CHCTEMbl 3allUThl HWHGpOpPMAMu HHYOPMALUOHHON
CHCTEMBI U NIPEOTBPAIIECHHUS PEaTU3aliy yrpo3 0€30MacCHOCTH HH(POPMALHH.

AHanu3 ys3BUMOCTEH HMH(GOPMAIIMOHHOM CUCTEMBbI BKJIIOYAeT aHaIU3 YsI3BUMOCTEH CpeicTB
3aluUThl MHGOPMALMK, TEXHUYECKUX CPEICTB M MPOrpaMMHOr0o obecredeHuss HHGOpMalnOHHON
CUCTEMBI.

[Ipu ananuze ys3BUMOCTEH WHOOPMAIMOHHOW CHUCTEMBI MPOBEPSETCS OTCYTCTBHE W3BECTHBIX
ySI3BUMOCTEH CpeACTB 3alIUThl MH(OPMAIIUU, TEXHUYECKUX CPEACTB M IPOrPaMMHOTO OoOecrieueHus, B
TOM YHCIE C Yy4yeTOoM HH(OpMalnuM, HUMeEIoLeicss y pa3paboTYMKOB M TOJIYYEHHOM H3 JIPYrux
OO0IIeIOCTYMHBIX UCTOYHUKOB, MPABUIBHOCTh YCTAHOBKU U HACTPOMKH CPEACTB 3aIIUTH HHPOPMAIIHH,
TEXHUYECKUX CPEACTB M IMPOTPAMMHOTO OOECIEYCHHUs, a TaKKe KOPPEKTHOCTh PabOThI CPENICTB
3amuThl UHGOPMAIMU TMPU HUX B3aUMOJICHCTBUU C TEXHUYECKUMHU CPEACTBAMH U TMPOTPAMMHBIM
oOecreueHueM.

B cinywae BbIsBI€HHS ~ yS3BUMOCTEM WH(GOPMAlMOHHOM  CHCTEMBI, NPUBOAAIIUX K
BO3HUKHOBEHHUIO JIOMOJHUTEIBHBIX Yrpo3 Oe30macHOCTH HHGOpPMAlHUK, MPOBOJUTCS YTOUHEHUE
MOJIETIN yTpo3 0e30MacHOCTH MH(OPMALMU U MPU HEOOXOJUMOCTU MPUHUMAIOTCS JOMOJIHUTEIbHbIE
Mepbl 3alIUThl MH(QOPMAIMU, HAlpaBlIeHHblE HA YCTPAaHEHUE BBISBIECHHBIX YA3BHUMOCTEH WU
HCKJIFOYAOIINE BO3MOXKHOCTh HCIOJIb30BAHNS HAPYIIUTEIEM BBISBICHHBIX YA3BUMOCTEH.

[To pe3ynbraTam aHamu3a ysA3BHUMOCTEH JOJKHO OBITH MOATBEPIKJIEHO, YTO B MH(OPMAIIMOHHON
CHCTEME OTCYTCTBYIOT YS3BHUMOCTH, COJAEpKaluecs B OaHKe JaHHBIX Yrpo3 0e30MacHOCTH
unpopmanuun PCTIK Poccun, a Takke B MHBIX UCTOYHUKAX, MM UX MCIOJIb30BaHUE (IKCILTyaTallns)
HapyLUTEIEM HEBO3MOXKHO.

(a63an BBeneH Ipukazom ®CTIK Poccun ot 15.02.2017 N 27)
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16.7. TlpuemMoYHBIC HCIBITAHUS CHCTEMBI 3aIMUTHl WHOOpMAIMKU WHOOPMAITMOHHOW CHCTEMBI
npoBoaarcst ¢ yuerom ['OCT 34.603 u BKIIOYAOT MPOBEPKY BBIMOJHEHUS TPEOOBAaHUN K CHUCTEME
3amThl MHGOpMAIUKA HH()OPMAITMOHHOW CHCTEMBI B COOTBETCTBUU C TEXHHYECKHM 3a/IaHUEM Ha
co3anue MHGOPMAIMOHHON cHUCTEeMBbl U (MJIM) TEXHUYECKUM 3aJaHHeM (YaCTHBIM TEXHHYECKUM
3aJJaHMEM) Ha CO3JIaHHE CUCTEMBI 3alIUThI HH(OpMAIMKA HHPOPMALIMOHHON CUCTEMBI.

AtTecTanus UHGOPMALMOHHOM CUCTEeMbI H BBO/I €€ B JieificTBHe

17. Atrtecrauus HHQOPMAIMOHHON CHCTEMBI OpraHu3yercs oobnagareneM uHGOpPMaLUU
(3aKa3uMKOM) WJIM ONEPaTOpPOM M BKJIIOYAET IPOBEACHHE KOMILJIEKCA OpIraHU3allMOHHBIX U
TEXHUUYECKUX MEPONPUATUN (aTTECTAI[MOHHBIX UCIBITAHUMN), B pe3ysibTaTe KOTOPBIX MOATBEPKIACTCS
COOTBETCTBHE CUCTEMBI 3alIUTHI HH(pOpMaIi HHPOPMAMOHHON CUCTEMbI HACTOAUIMM TpeOOBaHUAM.

[TpoBeneHue aTTeCTAllMOHHBIX UCTIBITAHUN MHPOPMALMOHHOMN CHUCTEMBI JOJKHOCTHBIMU JIMLIAMU
(paboOTHUKAMM), OCYIIECTBISIOIMMH HPOEKTUPOBaHWE W (WJIM) BHEJIPEHHE CHUCTEMBbl 3aIIUThI
uHpopManuy MHPOPMALTMOHHON CUCTEMBI, HE JOITyCKAETCsl.

(ab3an BBeneH Ilpukazom ®CTIK Poccun ot 15.02.2017 N 27; B pen. [Ipukaza ®CTOK Poccuu ot
28.05.2019 N 106)

17.1. B kauecTBe HCXOMHBIX JAHHBIX, HEOOXOJMMBIX JUIS aTTECTalMd WH(OOPMAIMOHHON
CHCTEMBI, HCIIOJIB3YIOTCSI MOJIENIb yrpo3 0e30MacHOCTH WHQPOpPMAlUU, aKT Kiaccudukanuu
WH()OPMAIIMOHHON CHCTEMBI, TEXHHUYECKOE 33JJaHUe Ha CO3JIaHuEe MH()OPMAIIMOHHOW CHCTEMBI U (HJIH)
TEXHUYECKOE 3a/laHue (YaCTHOE TEXHUYECKOE 3aJlaHKe) Ha CO3/IaHue CHCTEMBbI 3aIlUThl HHPOPMALIUU
WH()OPMAIMOHHOW CHUCTEMBI, MTPOSKTHAS M JKCIUTyaTallMOHHAs JOKYMEHTAIMS Ha CHUCTEMY 3allUThI
uHpopManuu WHPOPMAIIMOHHON CHCTEMBI, OPTraHU3aIOHHO-PACIOPSAUTEIBHBIC TOKYMEHTBI II0
3amuTe WHPOPMAIUHU, PE3yIbTaThl aHAIHM3a YSI3BUMOCTCH MH(POPMAIMOHHON CHUCTEMBI, MaTepHabl
NPEBAPUTEIILHBIX U TPUEMOYHBIX HMCIBITAHUH CHUCTEMBI 3allUThl WHPOPMAIUU HHOOPMAIIMOHHON
CUCTEMBI, a TaKKe WHBIC JIOKYMEHTHI, pa3padaTbiBaéMble B COOTBETCTBHH C HACTOSIIIUMHU
TpeboBanusmu.

17.2. Atrtectanus MHQOPMALMOHHONW CHUCTEMBI IPOBOAUTCA B COOTBETCTBUU C MPOTpaMMON U
METOAMKAMH aTTECTAl[MOHHBIX MCIBITAHUH 10 Hayasia o0paboTku MH(OpMAINH, MMOIeKallel 3aiuTe
B uH(popMmanuoHHON cucrteme. [l TpoBeneHHs aTrTecTalud HUH()OPMALMOHHOW  CUCTEMBI
NPUMEHSIOTCSl HAIlMOHAJIbHBIE CTAHAAPTHI, & TAKXKE METOJUYECKHE JOKYMEHTHI, pa3pabOoTaHHbIE U
yrBepxkaeHHble DCTOK Poccum B coorBerctBumM ¢ mnoanyHktoM 4 mnyHkra 8 [lomoxenus o
@enepanbHOl cily)kOe MO TEXHHUYECKOMY U SKCIIOPTHOMY KOHTPOJIO, YTBEP)KICHHOTO YKa3oM
[Mpesunenta Poccuiickoii @eneparuu ot 16 aBrycra 2004 r. N 1085.

[To pemennto 3aka3yuka (omeparopa) aTTECTAIMOHHBIE UCIBITAHUS MOTYT OBITh COBMEIIEHHI C
MPOBEICHUEM MMPUEMOUYHBIX UCTIBITAHUN HHPOPMAITIOHHON CHUCTEMBI.

(a63ar BBeneH Ilpukazom @CTIK Poccun ot 28.05.2019 N 106)

[To pe3ynbpratam aTTECTAIMOHHBIX HUCIHBITAHUN OQOPMIISIOTCS TPOTOKOJIBI aTTECTAIIMOHHBIX
WCTIBITAHUH, 3aKIIOYEHHE O COOTBETCTBMU HH(POPMAIIMOHHOW CHCTEMBl TPEOOBAHUSAM O 3allUTe
nH(OpPMAllUM U aTTecTaT COOTBETCTBHSI B CIy4ae TMOJOKUTEIBHBIX PE3yIbTaTOB aTTECTAIIMOHHBIX
HWCIBITAaHUH.

IIpy mpoBeaeHMM aTTECTALIMOHHBIX HMCHBITAHUN JOJDKHBI NPUMEHATHCS CIEIYIOIIME METOJbI
IIPOBEPOK (UCTIBITAHUMN):

(a63arn BBeneH [Ipukazom @CTIK Poccun ot 15.02.2017 N 27)


consultantplus://offline/ref=97F2A047826182441AFCB8875C00AD017883445C65745AB5B5A24CDF264F0600012C427646FF3A52CD7FA230FEZ4N
consultantplus://offline/ref=97F2A047826182441AFCA7925900AD017B83435D657707BFBDFB40DD21405905063D427646E13B50DB76F660A9624E367B49C1922B27ADBCF4ZBN
consultantplus://offline/ref=97F2A047826182441AFCA7925900AD017A814350607607BFBDFB40DD21405905063D427646E13B50D076F660A9624E367B49C1922B27ADBCF4ZBN
consultantplus://offline/ref=97F2A047826182441AFCA7925900AD017A804653667F07BFBDFB40DD21405905063D427646E13B5AD576F660A9624E367B49C1922B27ADBCF4ZBN
consultantplus://offline/ref=97F2A047826182441AFCA7925900AD017A814350607607BFBDFB40DD21405905063D427646E13B50D776F660A9624E367B49C1922B27ADBCF4ZBN
consultantplus://offline/ref=97F2A047826182441AFCA7925900AD017B83435D657707BFBDFB40DD21405905063D427646E13B51D376F660A9624E367B49C1922B27ADBCF4ZBN

9KCIEPTHO-AOKYMEHTAIBHBI METOJI, MPEIyCMaTPUBAIONINN MPOBEPKY COOTBETCTBHS CHCTEMBI
3amuThl MHPOpPMAIMKM WHQPOPMAIIMOHHOW CHCTEMBI YCTAHOBJICHHBIM TpPEOOBAHUSAM IO 3aIINUTE
uHpOpMalMK, HA OCHOBE OLEHKM OKCIUTyaTallMOHHOW JIOKyMEHTAlluW, OpraHU3alMOHHO-
PacHopsITUTENBHBIX JOKYMEHTOB 10 3alIMTe MH(OpManWu, a TaKKe YCIOBHH (DYHKIMOHWPOBAHUS
MH(POPMAIIMOHHOHN CUCTEMBI,

(a63an BBeneH Ilpukazom ®CTIOK Poccun ot 15.02.2017 N 27)

aHaU3 YSI3BUMOCTEH HMH(MOPMAIIMOHHOW CHCTEMBI, B TOM YHCJE BBI3BAHHBIX HENPaBUIIbHOW
HACTPOIKOH (KOH(DUTYpHUPOBAHUEM) MPOTPAMMHOTO 00ECIICYCHUS U CPEICTB 3alTUTHI HHGOPMAIUH;

(a63arn BBeneH [Ipukazom @CTOK Poccun ot 15.02.2017 N 27)

UCTIBITAHUS ~ CHUCTEMBl  3alUThl  MHPOPMALMU  IMyTEM  OCYIIECTBICHHUS  IOIMBITOK
HECaHKIIMOHUPOBAHHOTO JOCTYNa (BO3JCHCTBUS) K MHPOPMAIIIOHHOW CHCTEME B 00XOJ €€ CHCTEMBI
3alIUThI UH(OPMAIIHH.

(a63an BBeneH Ipukazom ®CTIK Poccun ot 15.02.2017 N 27)

17.3. Jlomyckaercs arTecTanuss HWHMOPMALMOHHOM CHUCTEMbl Ha OCHOBE PpE3yJIbTAaTOB
aTTECTALlMOHHBIX HCIBITAHUM BBIACICHHOIO Habopa CerMeHTOB MH()OPMAIMOHHOW CHUCTEMBI,
peann3yoIuX NOJHYI0 TEXHOJIOTHIO 00paboTK HH(pOpMAIIHH.

B o3rom cinydae pacnpocTpaHeHUE ~arrecrara  COOTBETCTBUS HA  JIPyrue€  CErMEHTBI
MH(POPMAIIMOHHON CHUCTEMBI  OCYIIECTBIISICTCS TpPH YCIOBUM HX COOTBETCTBUS CETMEHTaM
MHGOPMALIMOHHOM CUCTEMBI, IPOIIEAIINM aTTECTAMOHHBIE UCTIBITAHUS.

CerMeHT CUMTaeTCsi COOTBETCTBYIOIIUM CETMEHTY MH()OPMAIIMOHHOW CHCTEMBI, B OTHOIICHHU
KOTOpPOro OBUIM MPOBEJEHbI AaTTECTAlMOHHbIE MCIBITAHUSA, €CJIM JUIl YKa3aHHBIX CETMEHTOB
YCTQHOBJICHBl ~ OJMHAKOBBIE KIJIACCHI  3AlIUIIEHHOCTH, Yrpo3bl 0e30macHOCTH  HH(pOpMAIHH,
peaan30BaHbl OIMHAKOBBIE MPOEKTHBIE PEIICHHS 110 MH()OPMAIIMOHHON CHCTEME U €€ CUCTEME 3alUThI
nH(pOpMaLINH.

CooTBeTcTBHE CErMEHTa, Ha KOTOPBIA pacHpOCTPaHSAETCS aTTECTaT COOTBETCTBMSI, CETMEHTY
MH(GOPMAIMOHHOM CHCTEMBI, B OTHOIIEHUH KOTOPOTO ObUIM NMPOBEJCHBI aTTECTAllMOHHbIC UCTIBITAHUS,
MOATBEP)K/IAETCS B XOJI€ MPUEMOYHBIX HCHBITAHUN HHPOPMAIMOHHOM CHCTEMBbI WM CErMEHTOB
MH(POPMALIMOHHOM CUCTEMBI.

B cermentax wuHGOPMAIIMOHHOW CHCTEMBI, Ha KOTOpPBIE PACIPOCTPAHIETCS aTTecTat
COOTBETCTBHS, OINEPaTopoM oOecrneynBaeTcs COONMIOJIEHHE AKCIUTYaTallHOHHOM JTOKyMEHTAlluu Ha
CUCTEMY 3aIUThl HHGOPMAIIMH UH(POPMAIIMOHHON CHCTEMBl M OPTraHU3AIMOHHO-PACTIOPSIUTEIIBHBIX
JOKYMEHTOB T10 3al[uTe HH(POpMAIIHH.

OcoOeHHOCTH aTTecTalluyi HH(POPMALIMOHHOW CUCTEMBI HA OCHOBE PE3YyJIbTAaTOB aTTECTAIIMOHHBIX
UCTIBITAHUN BBIZIEICHHOTO HAaboOpa ee CEerMEHTOB, a TaKKe YCJIOBUS M TOPSAO0K PacipOCTpaHEHUs
aTTecraTa COOTBETCTBHSI Ha JIpyrHMe CEerMeHTbl HH(GOPMAllMOHHON CHCTEMbI OIPENessSoTCs B
MporpaMMe U METOAMKAX aTTeCTAllMOHHBIX UCIBITAHUH, 3aKIIOUEHNN U aTTeCTaTe COOTBETCTBHUS.

17.4. ATTecTarT COOTBETCTBHSI BBIJAETCS Ha BECh CPOK OKCIUTyaTallud WHGOPMAIMOHHON
cuctembl. Omnepatop (oOnamarens uHpOpMAIMK) B XOJA€ AKCIUTyaTallud HHGOPMAIIMOHHONW CHUCTEMBI
JOJHKeH O0eCTeunBaTh TMOJICPKKY COOTBETCTBUS CHUCTEMBI 3allUTHl HH(OpPMAIMKU aTTecTaTy
COOTBETCTBHS B pPaMKaX peajH3allidl MEPOIPHUATHHA, MPEIyCMOTPEHHBIX IYHKTOM 18 HaCTOSIIHMX
TpeboBanmii.

(m. 17.4 B pen. Ilpukaza ®CTIK Poccun ot 28.05.2019 N 106)
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17.5. BBox B neiictBue HWHGOPMAIMOHHOM CHCTEMBl OCYIIECTBISETCA B COOTBETCTBUH C
3aKoHOMaTenbCcTBOM Poccuiickoit denepanuu 06 nHbOpMaImu, HHOOPMAITMOHHBIX TEXHOJOTUIX U O
samute uHGopmanmu u ¢ yaetom ['OCT 34.601 u npu HaM4Yuu arrecTaTra COOTBETCTBUSI.

17.6. NudopmarmoHHsie CUCTEMBI, (YHKIHOHUpPYIOIIHE Ha 0aze oOmeld HHPPACTPYKTYPHhI
(cpeAcTB BBIUMCIUTENHHON TEXHUKH, CEPBEPOB TEIIEKOMMYHHKAITMOHHOTO 000PYIOBaHUS) B KAUYECTBE
MIPUKIIAJHBIX CEPBUCOB, TOJICKAT aTTECTALMU B COCTABE YKa3aHHOW HHPPACTPYKTYPHI.

B cinydae ecnu wuH(bopManuMoHHAs CUCTeMa coO3/laeTcs Ha 0Oaze HHQPOPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHOW HMHQPACTPYKTYphl HEHTpa O0OpaOOTKM ITaHHBIX YIOJIHOMOYEHHOTO JIHIIA,
Takas MHPPACTPyKTypa HEeHTpa oOpaOOTKM NaHHBIX IOJDKHA OBITH ATTECTOBaHA HAa COOTBETCTBUE
HactosmmM TpeGoBaHHAM.

(8 pen. [Ipukaza @®CTOK Poccun ot 28.05.2019 N 106)

[Tpu arrectanuy MHPOPMAITMOHHOW CUCTEMBI JOJDKHBI MCIONB3YIOTCS PE3yJIbTaThl aTTEeCTAIUN
obmieit nHPPaCTPYKTyphI onieparopa HHHOPMAITMOHHONW CUCTEMEI.

(n. 17.6 BBenen Ilpukazom ®CTIK Poccun ot 15.02.2017 N 27)

Obecneyenue 3alUTHI HHPOPMALMHE B X0/1€ IKCILIyaTALMHU
aTTeCTOBAHHON MH(OPMAIMOHHON CHCTEMBI

18. Obecrnieyenne 3amuThl HHPOPMAIMK B XOJA€ SKCIUTyaTallud WHGOPMAIMOHHON CHCTEMBbI
JOJDKHO OCYIIECTBIISITBCSL OMEPATOPOM B COOTBETCTBUU C HKCIUTyaTallMOHHOW JOKYMEHTAIlUEH u
OpraHHU3allOHHO-PACHIOPSAUTEIPHBIMA  JOKYMEHTAMH 10 3amure HWHGOpMAlMd U BKIIOYATh
CJIEIYIOIE MEPOTIPUSITHS:

IUTAHUPOBAHKME MEPOIIPUATHI 10 3amuTe nHGopMauy B ”HGOPMAITMOHHON CHCTEME;
aHanmu3 yrpo3 0e3onacHocTy MH(GOpPMaIMU B HH(OPMAIIMOHHON CUCTEME;

ynpasjieHue (aJMUHUCTPUPOBAHME) CHCTEMOM 3alUThl HMHpOpMAUK HHPOPMAIIMOHHOM
CUCTEMBI;

ylpaBiieHue KOH(puUrypauueil nHpopMalMOHHON CUCTEMBI U €€ CUCTEMOH 3aluThl HH(pOpMaIuy;
pearupoBaHHe Ha UHIU/ICHTHI;
uHGOpMHpOBaHUE U 00yUeHHE epCoHaNa HHPOPMALIMOHHON CUCTEMBI,

KOHTPOJb 3a OO0ECleYeHHeM YpOBHS 3alUIIEHHOCTH HWHOpMaluu, cojepxKaleiics B
MH(OPMALIMOHHON CUCTEME.

(. 18 B pen. [Ipukaza ®CTIK Poccun ot 28.05.2019 N 106)

18.1. B xone miaHupoBaHHMs MEpPONPUATHH TO 3ammure HHGOpMAMM B HH(DOPMAITMOHHOU
CHCTEME OCYIIECTBIISIFOTCS:

orpezeNieHue JIUI, OTBETCTBEHHBIX 3a IJIAHUPOBAHUE U KOHTPOJIb MEPOIPHUATHI IO 3aliure
uHpopManuu B HHGOPMAITMOHHON CHCTEME;

OonmpeaAcICHUE JIUL, OTBETCTBCHHBIX 3d BBISIBJICHUC MHIIUJACHTOB U PCAarupoOBaHHC HA HUX,

pa3paboTKa, YTBEpXJACHHE M aKTyalu3alus IUIaHa MEpONpUATHN MO 3aluTe HHPOpMAIUHU B
MH(OPMALIMOHHOM CUCTEME;
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ompesieNieHue TOPSAKAa KOHTPOJIS BBIMOJHEHUS MEPONPUITHNA 1O OOCCIICUSHUIO 3allUThI
nHpopmanuy B ”HGOPMAITMOHHON CUCTEME, IPETYCMOTPEHHBIX YTBEPIKICHHBIM IJIAHOM.

[Inan meponpusaTuii 1o 3amure WHpOpMANMKU B WHPOPMALMOHHON CHCTEME YTBEP)KIAeTCs
BMECTE C MPABOBBIM aKTOM OpraHa HMCIOJHUTEIbHOM BJIACTH O BBOJE MH(DOPMAIMOHHOW CHUCTEMBI B
JKCILITyaTaluIo.

KOHTpoJIb BBINOJIHEHUS] MEPONPUATHH, MPEAYCMOTPEHHBIX IUIAHOM MEPOINPUATHA IO 3alluTe
uHpopManuyu B WH(POPMAIMOHHON CHCTEME, OCYIIECTBIISIETCS B CPOKH, OINpENEICHHBbIC YKa3aHHBIM
IIJIAHOM.

(m. 18.1 B pen. IIpuxaza ®CTIK Poccun ot 28.05.2019 N 106)

18.2. B xone ananu3za yrpo3 6e3onacHocTy nHdopmaruu B MHPOPMAIIMOHHON CUCTEME B X0JIe €€
9KCILTyaTaly OCYILECTBIISIOTCS:

BBISABJICHUC, aHAJIN3 U YCTPAHCHHUC YH3BHMOCTGIZ HH(I)OpMaHHOHHOfI CHCTCMBI,
aHaJIn3 U3MCHCHUS YI'PO3 0e30macHOCTH I/IH(1)OpMaI_II/II/I B I/IH(bOpMaI_[I/IOHHOI‘/‘I CHUCTEMC,

OLICHKa BO3MOKHBIX TIOCIIEACTBHH peaju3alMi yrpo3 0Oe30macHOoCTH HWHPOpMAaLUU B
MHGOPMALIMOHHOH cucTeMe.

[TeproaruHOCTb MPOBEIEHUS YKa3aHHBIX pabOT ONpeesseTcs onepaTopoM B OPraHU3allMOHHO-
pacrnopsaUTeIbHbIX JOKYMEHTAX I10 3alIUTe HHPOPMALUH.

(m. 18.2 B pen. [Ipuxaza ®CTIK Poccun ot 28.05.2019 N 106)

18.3. B xome ympaBieHuss (aIMUHUCTPUPOBAHMS) CHUCTEMOM 3amUTHl  HH(OpPMAaLUU
MH(POPMAIIMOHHON CUCTEMBI OCYIIECTBIISIFOTCS:

OfpeielIeHue JIML, OTBETCTBEHHBIX 3a YIpaBieHHE (aAMUHUCTPUPOBAHHME) CHUCTEMOW 3alllUThI
nH(popManuu HHGOPMAIMOHHON CHCTEMBI;

yIpaBieHUE YYETHBIMU 3aIUCSMU I0JIb30BATEIEH M MOAJEp)KAaHUE B aKTyalbHOM COCTOSIHUM
MPaBUJI pa3rpaHUuEHHst JOCTYIa B UH()OPMAIIMOHHON CHCTEME;

yIpaBieHUE CPeACTBAMHU 3aIlUThl HH(OpMaLUMK HH(POPMALIMOHHON CUCTEMBI;

ylpaBjieHue OOHOBJICHUSMHU MPOrPAMMHBIX U NMPOrPaMMHO-AMIMapaTHBIX CPEACTB, B TOM YHCIE
CPEICTB 3allUThl MH(OPMALMH, C Y4E€TOM OCOOEHHOCTEH (YHKIIMOHUPOBAaHUS WH(POPMAIMOHHON
CUCTEMBI;

[EHTPAJIM30BaHHOE YIPABJICHUE CHUCTEMOW 3alUThl MH(OpMauu MH(OPMAIMIOHHONW CHCTEMBI
(pu HEOOXOAMMOCTH);

MOHHUTOPHHT U aHAJIU3 3apETUCTPUPOBAHHBIX COOBITHII B HHPOPMAIITMOHHON CHCTEME, CBSI3aHHBIX
¢ obecrieueHneM 0€30MaCHOCTH (J1ajiee - COOBITHs 0€30MacHOCTH);

obecrneucHue (I)yHKLII/IOHI/IPOBaHI/IH CUCTEMBI 3alllUTHI I/IH(pOpMaI_[I/II/I I/IH(I)OpMaI_II/IOHHOI\/'I CHUCTCMBI
B XOJE€ €€ J3KCINTyaTalluH, BKIIrO4Yass BEACHUC 3KCHJ’IyaTaI_[I/IOHHOI\/'I JOKYMCHTAllM U OPraHU3alMOHHO-
pacnnopAIUTCIIbHBIX JOKYMCHTOB I10 3allIUTC I/IH(I)OpMaI_II/II/I.

(m. 18.3 B pen. [Ipuxaza ®CTIK Poccun ot 28.05.2019 N 106)

18.4. B xone ympasneHust KoHpurypanueil nHGOpMallMOHHON CHCTEMBl U €€ CUCTEMBI 3alllUThI
MH(OPMALIUY OCYIIECTBIISIOTCS:
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OTIpeieNIeHUe JIUI, KOTOPhIM Pa3pelieHbl ASHCTBHUS 110 BHECCHUIO U3MEHEHHI B KOH(UTYPAIUIO
MH(OPMALIMOHHON CUCTEMBI M €€ CUCTEMBI 3alIUThl UHOPMAIIUU, U UX TTIOJTHOMOYUH;

ofpesieieHne KOMIIOHEHTOB WH(OPMAIIMOHHON CHCTEMBl U €€ CUCTEMbI 3alllUThl MHPOpPMAaIUH,
MOAJICKAIUX HM3MEHEHUI0 B paMKax yrpaBieHus KoHurypauued (uaeHTHPHUKAUS OOBEKTOB
yIpaBieHUus KOH(HUrypamuen): MporpaMMHO-annapaTHble, MPOTrpaMMHBIE CpPEACTBA, BKIOYAs
CpeICcTBa 3alUThl HMH(OpPMAIMKM, HMX HACTPOMKM U MPOTPAMMHBIA KOJ, JKCIUTyaTallMOHHAs
JTOKyMEHTaIus, nHTep¢eiicel, (hailnpl 1 HHBIE KOMIIOHEHTHI, MOAJIE)KAIINEe U3MEHEHHUIO U KOHTPOJIIO;

yIpaBiCHNUE U3MEHEHUSMH MH()OPMAIIMOHHONW CHUCTEMBbI M €€ CHUCTEMbI 3aIUThl WHPOPMAIHH:
pazpaboTka TMapaMeTpoB  HACTPOWKH, OOCCICUUBAIONIUX  3aIMUTy HHPOPMAIUH,  aHATU3
MOTCHIMAILHOTO BO3/CHCTBUS IJIAHUPYEMBIX HM3MEHEHHH Ha oOecriedeHHe 3alluThl WHPOPMAIHH,
CaHKIIMOHMPOBAHWE BHECCHHMS HM3MEHEHUI B HMH(OPMAIIMOHHYIO CHUCTEMY U €€ CHUCTEMY 3alllUThI
uH(pOpMAIIMHY, JOKYMECHTUPOBAHUE JCHCTBUI 110 BHECEHHIO H3MEHEHHUH B HH(POPMAIIHOHHYIO CHCTEMY
U COXpaHEHHUE NaHHBIX 00 N3MEHEHUAX KOH(PUTYpAIHH;

KOHTPOJIb JICMCTBUI IO BHECEHHUIO M3MEHEHHWH B MH()OPMALMOHHYIO CHUCTEMY U €€ CHUCTEMY
3alIUThI UH(OPMALIHH.

Peann3oBaHHBIE TPOIECCHl  YNPAaBJICHUS HM3MEHEHUSMH HWH(QOPMALMOHHOW CHCTEMBI H €e
CHCTEMbI 3alUThl UH()OPMAIIMK TOJHKHBI BKIIOYATh MPOLECCH TAPAHTUIHOIO U (MJIM) TEXHUYECKOro
OOCITy’)KMBaHMs, B TOM 4YHUCIE AWCTAHIMOHHOTO (YIAJI€HHOTO), MPOTPAMMHBIX M TPOTPAMMHO-
annapaTHbIX CPE/ICTB, BKJIIOUAs CPE/ICTBA 3aILUThl HHPOPMALUU, HUH(OPMAILIMOHHON CUCTEMBI.

(. 18.4 B pen. Ipukaza ®CTIK Poccun ot 28.05.2019 N 106)
18.5. B xone pearupoBaHusi Ha HHIUACHTHI OCYIIECTBIISIOTCS:

oOHapyXeHHe W HICHTU(UKALUS WHIMICHTOB, B TOM YHUCJIC OTKAa30B B OOCITY)XHBaHHH, COOCB
(mepe3arpy3ok) B paboTe TEXHHUYECKUX CPEACTB, NMPOIPAMMHOI0 OOECHEUEHHUS U CPENCTB 3alUThI
nH(poOpMallvK, HapYyUIEHUH MpaBWJl pa3TpaHUuYEHUs JIOCTYyIa, HEMPABOMEPHBIX NEHCTBUI Mo cOOpy
uHpOpMalUY, BHEIPEHUIH BPELOHOCHBIX KOMIIBIOTEPHBIX IMPOrpaMM (BUPYCOB) M HHBIX COOBITHH,
MPUBOJIALINX K BOSHUKHOBEHUIO HHIIUJCHTOB;

CBOEBPEMEHHOE MH(POPMHUPOBAHUE MOIB30BATEISIMA M aIMUHUCTPATOPAMH JIHILI, OTBETCTBEHHBIX
3a BBISBIIGHHE WHLIWJICHTOB M pEarupoBaHWe€ Ha HHUX, O BO3HUKHOBEHHWH WHIIMJEHTOB B
MH(POPMALIMOHHOM CUCTEME;

aHaJIn3 HWHOUACHTOB, B TOM YHUCIIC OINPCACICHHUEC HWCTOYHUKOB U IMPUYUH BO3HUKHOBCHUS
WHIOUJACHTOB, a TAKXKE OIICHKA UX HOCJ'IG)ICTBI/II\/JI;

IUTAHUPOBAHKE U MPUHATHE MEP 110 YCTPAHEHUIO MHIUACHTOB, B TOM YHCJIE TI0 BOCCTAHOBIJIEHUIO
MH(POPMALIMOHHON CHUCTEMBI U €€ CErMEHTOB B Cllydae OTKa3a B OOCIIy’)KMBaHUM WM IOcCJe cOOEB,
YCTPaHEHUIO MOCJIEACTBUI HapyIIEHUs MPABUJ Pa3sTpaHUYEHHUs 0CTyINa, HEIMPAaBOMEPHBIX JECHCTBUN
no cbopy uH(popmanuu, BHEAPEHUS BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOrpaMM (BUPYCOB) U HHBIX
COOBITH, MPUBOAALINX K BOSHUKHOBEHHIO UHIM/ICHTOB;

IJIAaHUPOBAHUC U IPUHATHEC MEP IO MPECAOTBPALICHHUIO TIOBTOPHOI'O BO3BHUKHOBCHUS HHIIUACHTOB.

(m. 18.5 BBenen Ilpukazom @CTIK Poccun ot 28.05.2019 N 106)

18.6. B xome wuHbOpMHpOBaHMS U OOy4YeHUsS TMepcoHaNa WHHOPMAIMOHHOW CHCTEMBI
OCYILECTBIISIOTCS:

UH(POPMHUPOBAHUE MEPCOHATA MHPOPMALMOHHOW CUCTEMBI O TMOSBJIECHUH aKTYyaJbHBIX Yrpo3ax
6e3omacHOCTH HH(OPMAaLIUHY, O ITpaBHIax 0e30MacHON HKCILTyaTalli UHPOPMAIIMOHHON CUCTEMBI;
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JIOBEJICHHE 10 NepcoHana WHPOPMAMOHHON cUCTeMbl TpeOOBaHMIA O 3aluTe WHPOpMAIKH, a
TaKkKe MOJOKEHHH OpraHU3alMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB MO 3aluTe HH(GOPMALUH C
Y4ETOM BHECEHHBIX B HUX M3MEHEHUIA;

o0ydeHue rnepcoHana HHPOPMAIIMOHHOW CUCTEMBI IIPAaBHJIaM KCILUTyaTalluy OTAEIBHBIX CPE/ICTB
3alIUThI HH(OPMAIIHH;

IPOBE/ICHNE NMPAKTUYCCKUX 3aHATHIH U TPEHHUPOBOK C IEPCOHAIOM MH(POPMALMOHHON CUCTEMBI
10 GJIOKMPOBAHUIO YTPO3 OE30MACHOCTH MH(POPMALIUU M PEarupOBaHUIO HA MHIUACHTBI;

KOHTPOJIb OCBEJIOMJICHHOCTH IMepCcOHana WH()OPMAIIMOHHONW CUCTEMBI 00 yrpo3ax 0e30macHOCTH
UH(OPMAIIMK ¥ YPOBHS 3HAHUI MIEPCOHAJIA 10 BOIPOCaM 00ECIICUCHHUS 3AIUThI HHPOPMAITHH.

[lepyoguuHOCTH NPOBEACHUS MPAKTUUYECKUX 3aHATUH W TPEHUPOBOK C IIEPCOHAJIOM,
MEPOIPUATHI 10 00YUYEHHUIO IEPCOHAIa M KOHTPOIIO OCBEIOMIICHHOCTH MEPCOHAja YCTaHABIMBACTCS
OIIEpPaTOPOM B OPTaHU3AIMOHHO-PACIIOPSAUTENBHBIX JOKYMEHTAaX IO 3aliuTe HHPOPMAIUN C yYETOM
0CcOOEHHOCTEN PyHKIIMOHUPOBaHUS HH(GOPMAIIMOHHON CHCTEMBI, HO HE pexke | pa3a B JBa roja.

(m. 18.6 BBeneH [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

18.7. B xo1e KOHTpOIIS 32 00ECTIEYeHHEM YPOBHS 3AIIUIIEHHOCTH UHPOPMAIIUH, COACPKaIICHCs
B MH(POPMALIMOHHON CUCTEME, OCYIIECTBIISIFOTCS:

KOHTPOJIb (QHAJIH3) 3AIIUIIEHHOCTH WH(POPMAIMK C Y4ETOM OCOOCHHOCTEH ()yHKIIMOHHUPOBAHHS
MH(POPMAIIMOHHON CUCTEMBI,

aHAIU3 U OIeHKa (PYHKUMOHUPOBAHUS WH(OPMALMOHHOW CHCTEMBI M €€ CHUCTEMBI 3aIUThI
uHbOpMalMY, BKIIOYAas aHAIM3 M YCTPaHEHHE YSA3BUMOCTEH W WHBIX HEJOCTaTKOB B
(GYHKIIMOHUPOBAHUH CUCTEMBI 3alIUTHl HHGOpMAIUU HHPOPMAIIHOHHON CUCTEMBIL;

JOKYMEHTUPOBAHHWE TMPOLEAYp U pe3yldbTaToOB KOHTPONsS 3a 00eCreYeHHeM YPOBHS
3aIUIIEHHOCTH HH(GOPMAIINH, CoJiepKalelcs B THOPMAIIMOHHON CUCTEME;

NPUHITHE pPEIICHUs IO pe3yabTaTaM KOHTPOJNA 32 OOECHedYeHHeM YpPOBHS 3alllUIIEHHOCTH
uH(pOpMaNUY, CcoAepKameiicss B HMH(MOPMAIMOHHOW CHCTEMe, O HEOOXOJUMOCTH JTOpPaOOTKH
(MoaepHHU3aIMK) €€ CUCTEMBI 3allUThl HH()OPMAIIUH.

Kontpons 3a oOecnieueHHeM YpOBHS 3alIMIIEHHOCTH WH(OpMaIUK, CcoAepKalieics B
MH(GOPMALIMOHHOM cucTeMe, MPOBOJUTCSA ONEPaTopoM CaMOCTOSTEIbHO M (WIM) C NPUBJIECYEHUEM
OpTaHU3aIK, UMEIOUICH JTUICH3UIO Ha JIeATEIIEHOCTh M0 TEXHUYECKOH 3ammuTe KOH(PHUICHIHATLHON
uHpOpMalnu.

[TepuomyHOCTH POBEAECHUS KOHTPOJIS 32 0OecrieueHeM YPOBHSI 3alllUIIEHHOCTH HH(opMaIu,
comepxarieiicss B HWH(GOPMAIMOHHOW cHUCTeMe | Kiacca 3alUIIeHHOCTH, YCTaHABIMBACTCS
OIIEpPaTOPOM B OPTaHU3AIMOHHO-PACIIOPSAAUTENBHBIX JOKYMEHTaX MO 3aluTe MHPOPMALUHU C YYETOM
0COOEHHOCTEHN PYHKIIMOHUPOBaHUS HH(OPMALIMOHHON CUCTEMBI, HO HE pexke | pa3a B roj.

[Teprnou4HOCTD MPOBEACHUS KOHTPOJIS 32 0OecrieueHHeM YPOBHSI 3allIUIIEHHOCTH HH(opMaIu,
cofieprkalieiics B MHQOPMAIlMOHHBIX CHUCTeMax 2 W 3 KJIacCOB 3alIUIIEHHOCTH, YCTaHaBIIMBAETCS
OIIEpPaTOPOM B OPTaHU3AIMOHHO-PACIIOPSAAUTENBHBIX JOKYMEHTaX MO 3aliuTe HHPOPMAIUN C yYETOM
0COOEHHOCTEN (PYHKIIMOHUPOBaHUS HH(GOPMAIIMOHHBIX CUCTEM, HO HE pexke | pa3a B JBa roja.

(m. 18.7 BBenen Ilpukazom @CTIK Poccun ot 28.05.2019 N 106)


consultantplus://offline/ref=97F2A047826182441AFCA7925900AD017A814350607607BFBDFB40DD21405905063D427646E13B55D176F660A9624E367B49C1922B27ADBCF4ZBN
consultantplus://offline/ref=97F2A047826182441AFCA7925900AD017A814350607607BFBDFB40DD21405905063D427646E13B55DA76F660A9624E367B49C1922B27ADBCF4ZBN

O0ecneyenne 321U ThHI HHGOPMALMH NP BBIBO/IE U3 IKCILIyaTAMH
aTTeCTOBAHHOW MH(OPMAIMOHHOI CHCTEMbI WIH MOCJIe MPUHATHS
penieHust 00 OKOHYaHUM 00padoTkH MHGOpMaALUN

19. Obecneuenne 3amuThl HHOOPMAIMM TPU BBIBOAEC M3 OKCIUIyaTallMd aTTECTOBAHHOU
MH(OPMAIIMOHHOW CHCTEMBI WIIM TIOCIIC NMPUHATHS pelIeHust 00 OKOHYaHWU 00paboTKu MH(OpMaLuH
OCYIIECTBIISICTCS OIEPATOpPOM B COOTBETCTBUU C IKCIUTYaTallMOHHOW IOKYMEHTAIleld Ha CHUCTEMY
3amuThl  MHGOpMAnMKM MH(GOPMAIMOHHOW CHCTEMBl ¥  OPraHW3alOHHO-PACIIOPSAUTEIHLHBIMU
JOKYMEHTaMH I10 3a1uTe HH(GOPMAIMK U B TOM YHCJIE BKIIIOYACT:

apXuUBHUpOBaHKHE MH(OPMALIUHU, COJepKalelcs B HH(OOPMALIMOHHON CUCTEME;

VHUUYTOXKCHUE (CTUpaHWE) JAaHHBIX W OCTAaTOYHOW WH(POpPMAIMU C MAIIMHHBIX HOCHUTEICH
nHpopManuu 1 (WIK) YHUITOKEHNE MAITUHHBIX HOCUTEICH HH(POPMAIIIH.

19.1. ApxuBupoBanue HH(pOpPMAINH, COAEpKaleics B MHMDOPMALMOHHONW CHUCTEME, TOJIKHO
OCYIIECTBISTHCS TPU HEOOXOIUMOCTH JAbHEHIIEr0 MCIOJIb30BaHUsS MH()OPMALUKA B JCSATCILHOCTH
oreparopa.

19.2. Yau4rOoKeHHE (CTUPAHUE) JAHHBIX MU OCTATOYHOW WH(GOPMAIMU ¢ MAIIMHHBIX HOCUTEIICH
uH(pOpMaLUK TPOU3BOJAUTCS MPU HEOOXOJUMOCTH Iepelayd MAIIMHHOTO HOCHTENs WH(opmaunuu
JIPYroMy TOJIb30BATEI0 MH(GOPMAIITMOHHOW CHUCTEMbI WJIM B CTOPOHHUE OpPTaHU3AIMHU JJIi PEMOHTA,
TEXHUYECKOT0 OOCITYKHBaHUS WM JabHEHIIET0 YHUUTOKEHUS.

[lpu BBIBOIE W3 OKCIUIyaTallMd MAalIMHHBIX HOCUTENICH WH(POpMAnuU, Ha KOTOPBIX
OCYILLIECTBIISUIUCh XpaHEeHHe U 00paboTka MH(OpMAIMK, OCYIECTBIAETCS (PU3NYECKOE YHUUTOKEHHUE
ATHX MAIIMHHBIX HOCUTEJEeH HH(POPMAIIHH.

III. TpeGoBanus Kk MepaM 3alIUTHI HH(POPMALIUU, COAEPKALICHCS
B HH(POPMALMOHHOM cUCTeMe

20. OpraHu3aliOHHBIE M TEXHUYECKHE MEpbl 3aIlUThl HHPOpPMALUU, pealu3yeMble B
MH(OPMALIMOHHON CHCTEME B paMKax €€ CHCTEMbI 3alllUThl MH(OPMALMK, B 3aBUCUMOCTHU OT YIpoO3
06e3omacHOCTH MH(OpMAIMM, HCHOIb3YEMBIX HH(MOPMAIMOHHBIX TEXHOJOTUH U  CTPYKTYPHO-
(YHKIIMOHAJIBHBIX XapaKTEPUCTUK MH(OPMALIMOHHON CUCTEMBI I0JIKHBI 00€CTIeYNBaTh:

UCHTU(PUKALMIO U ayTeHTU(DUKALUIO CYOBEKTOB JOCTYIA U 0OBEKTOB JJOCTYIA;
yIIpaBJIEHUE TOCTYIIOM CyOBEKTOB JOCTYIA K 00bEKTaM JIOCTYIIA;

OTpaHUYEHHUE POTPAMMHOMN CPEJIbI;

3aIIUTy MalIMHHBIX HOCUTENEH HHPOpMAIIH;

PETHCTpaINIO COOBITHI 0€30TacHOCTH;

AHTHBHPYCHYIO 3alIHTY;

oOHapyxeHue (IpeI0TBpaIlleHIE) BTOPIKEHUH;

KOHTPOJIh (aHAJIN3) 3alUIIEHHOCTH HH(pOpMaInu;

LEJIOCTHOCTh HH(POPMALIMOHHON CHCTEMbI U HH(OPMaLINK;

JOCTYITHOCTh MH(OpMaIHH;



3aILUTY CPEbl BUPTYaIU3alUH;
3aIIUTY TEXHUYECKUX CPEICTB;
3aIUTy HH(HOPMAIIMOHHON CHCTEMBI, €€ CPEICTB, CHCTEM CBS3H U Nepeayl JaHHbIX.

CoctaB Mep 3ammThl WHGOpMAMM M MX 0a30Bble HAOOPBI Ui COOTBETCTBYIOIIUX KIJIACCOB
3aMIMIIEHHOCTH HWH()OPMAIMOHHBIX CHCTEM NPUBEICHBI B NPWIOKEHMH N 2 K HACTOSIIMM
TpeboBanusm.

20.1. Mepsl 110 MACHTH(PHUKAIMYA U ayTeHTH(PHUKAINN CyOBEKTOB JOCTYNa U 00BEKTOB JOCTYIA
JOJDKHBL O0ecrieynBaTh MPHUCBOCHHE CYOBEKTaM M OOBEKTaM JOCTyNa YHHUKAJIbHOTO IpPU3HAKa
(upeHTHdUKaTOpa), CPABHEHUE TIPEABIBISIEMOT0 CYOBEKTOM (0OBEKTOM) JOCTYIa UACHTHU(UKATOPA C
NEpEeYHEeM TPHCBOCHHBIX HJICHTH(PUKATOPOB, a TaKKe TMPOBEPKY NPUHAIICKHOCTH CyOBEKTY
(00BEKTY) HOCTyMa NPeIbIBICHHOTO UM UIeHTH(UKaTOpa (TTOATBEPKICHNE TTOJIMHHOCTH ).

20.2. Mepbl 1O YIpPAaBICHHUIO JTOCTYIIOM CYOBEKTOB JOCTyNMa K OOBEKTaM JIOCTYIA JOJKHBI
oOecrieunBaTh yIpaBJiICHUE NPaBaMU M MPUBWICTHIMUA CyOBEKTOB JOCTYIA, pa3rpaHUYCHUE JTOCTyIa
CyOBEKTOB JIOCTyma K OOBEKTaM JOCTylna Ha OCHOBE COBOKYIIHOCTH YCTAQHOBJICHHBIX B
WH(POPMAIIMOHHON CHUCTEME NpPaBUJI pa3rpaHUYCHUS JIOCTYNa, a TaKkKe O0ecleYrBaTh KOHTPOIb
COOJTIOICHHS ATHX TIPABHIL.

20.3. Mepbl 110 OrpaHUYEHUIO POTPAMMHON CPebl JOHKHBI 00ECIIeunBaTh YCTAHOBKY U (WIIN)
3allyCK TOJIBKO Pa3pelIeHHOro0 K MCIOJIb30BaHUIO B MH(OPMALMOHHOM cHUCTEME NPOrpaMMHOIO
oOecriedeHnsT WM HCKII0YaTh BO3MOXKHOCTh YCTAaHOBKM W (WJIM) 3allycKa 3alpelieHHOro K
MCIOJIb30BAHUIO B MH(POPMAIIMOHHON CHCTEME MIPOrPaMMHOI0 00eCIIeYeHuU .

20.4. Mepsl 10 3amuTe MAlIMHHBIX HOCHTENEeW MHPOpManuu (CpeacTBa o0padOTKH (XpaHEHHs)
uHpOpMalUY, ChEMHbIC MAIIMHHBIE HOCUTEIM HH(GOpMAlMK) TOJDKHBI HCKIIOYaTh BO3MOYKHOCTh
HECaHKLMOHUPOBAHHOTO JIOCTYIA K MAIIMHHBIM HOCHUTENSIM W XpaHsIlelcs Ha HUX MHPopMaluy, a
TaKXe HECaHKIIMOHUPOBAHHOE UCIOJIb30BAHNE ChEMHBIX MAIIMHHBIX HOCUTENIEH HH(DOPMAIIUH.

20.5. Mepsl 1o peructpanuu coOBITUH O€30MacCHOCTH JOJIKHBI oOecreunBaTh cOOp, 3aluch,
XpaHeHHE U 3alUTy WHPOPMALUU O COOBITUAX 0€30MacCHOCTH B MH(POPMALIMOHHOM CHUCTEME, a TakKe
BO3MO>XHOCTh IIPOCMOTpA U aHAJIW3a UH(POpPMALIMK O TaKKX COOBITHUSAX U pearnpoBaHKE Ha HUX.

20.6. Mepbl 1O aHTUBUPYCHOM 3alllUTe [JIOJDKHBI oOecrneunBaTh OOHApYy)XCHHE B
MHGOPMALIMOHHOM cHUCTeMe KOMIBbIOTEPHBIX IMpOrpamMMm JHMOO0 MHON KOMIBIOTEpHOW HH(pOpManuwy,
MpeHa3HAYEeHHOW Il HECAHKIMOHUPOBAHHOTO YHHUYTOXKEHUS, OJOKMpOBaHMS, MOAU(DUKAIINH,
KOIMPOBAHUS KOMIBIOTEPHOH MH(DOPMAIMM MM HEUTpalM3alllud CPEJCTB 3alllUThl MHPOpPMALUH, a
TaK)Xe pearupoBaHue Ha OOHAPYKEHUE 3TUX MPOrpaMM U MH(GOpMaLUU.

20.7. Mepsl 1o oOHapyxeHHIO (TIPEIOTBPAIICHUIO) BTOPKEHHUN JIOIDKHBI 00ECIeYnuBaTh
oOHapyXeHHe JeHCTBUM B WH(GOPMAIIMOHHOW CHCTEME, HaIpaBJIEHHBIX Ha MpeTHAMEPEHHBIN
HECaHKIMOHUPOBAHHBIA JOCTYN K WH(POpPMAIUH, CIICUaIbHbIe BO3JEHCTBUS HAa MH(POPMAIMOHHYIO
cucteMy ® (Win) uHOOPMAIUIO B IENSIX €€ JOOBIBaHUS, YHUUTOKEHUS, UCKAKEHUS U OJIOKHMPOBAHUS
JocTyna K uHpopMaIum, a Tak)Ke pearnpoBaHue Ha 3TH JCHCTBUSL.

20.8. Mepsl Mo KOHTPONIO (aHANW3Y) 3aIIMIIEHHOCTH HHQPOpPMAIMH JOJDKHBI 00eCrednBaTh
KOHTPOJIb YPOBHS 3aIIUIIIEHHOCTH WH(OPMAINH, CoIepKaIIeicss B UHPOPMAITMOHHON CUCTEME, TTYTEM
MIPOBEJICHUS] MEPOIIPUATHI MO aHAIM3Y 3aIIUIIIEHHOCTH WH()OPMAIIMOHHONW CUCTEMBI M TECTHPOBAHUIO
€€ CHCTEMBI 3aIUThl HH(POpMAIUH.

20.9. Mepbl 1mo obecneueHHIo LEIOCTHOCTH HH(POPMALMOHHOW CHCTEMBl M HH(pOpMaIHu
JOJDKHBI Oo0ecriednBaTh OOHAapyXeHHe (aKTOB HECAaHKIMOHHPOBAHHOTO HAPYIICHHS IIEIOCTHOCTH



MHPOPMALIMOHHON CHUCTEeMBl M CcOJAepiKalielcs B Hell wuHpopMamuu, a Takke BO3MOXKXHOCTh
BOCCTaHOBJICHUSI HH(DOPMAITMOHHOM CUCTEMBI U COJICpIKAIICHCs B Hel nH(opMaIuu.

20.10. Mepsl 1o oOecCmeYeHHI0 JOCTYMHOCTH HH(OpMANMU JODKHBI  00ECIeYrBaTh
aBTOPU30BAHHBIN JOCTYN TOJb30BaTeNel, UMEIOMMX MpaBa MO TaKOMYy IOCTYIy, K HH(opManuy,
cojepxamieiics B HMHQOPMALMOHHOM CHCTEME, B INTAaTHOM pEXUME (QYHKIHOHUPOBAHUS
UH()OPMAIIMOHHOW CHCTEMBI.

20.11. Mepsl 1o 3amuTe Cpelbl BUPTYaTU3alUU JOHKHBI MCKIIIOYAaTh HECAHKIIMOHUPOBAHHBIN
noctyn Kk uHopmanuu, oOpabarbiBaeMOl B BUPTYyaldbHOW HHGPACTPYKType, U K KOMIIOHEHTaM
BUPTYaIbHOU HHPPACTPYKTYPHI, @ TAKXKE BO3JICHCTBUE HA MH(DOPMAIIMIO U KOMIIOHEHTBI, B TOM YHCIIC
K CpeICTBaM yIpaBiCHUS BUPTYAIbHOW HHQPACTPYKTYpOl, MOHUTOPY BHUPTYAJIbHBIX MAIUH
(TUTIepBU30pY), CHUCTEME XPAaHEHHUS JaHHBIX (BKIIOYAs CUCTEMY XPaHEHHUS OOpa30B BUPTYaIbHOUN
UH(PACTPYKTYphl), CETU INepeauyd JaHHBIX 4Yepe3 JJIEMEHThl BHUPTYaJbHOM WM (PU3UUECKOM
UH(PACTPYKTYPBI, TOCTEBLIM OIEPAIMOHHBIM CHUCTEMaM, BHUPTYAJIbHBIM MalldHaM (KOHTEHHEpam),
CUCTEME M CETH pEIUIMKAllMM, TEPMUHAIBHBIM U BUPTYAJIbHBIM YCTPOMCTBaM, a TaKXe CHUCTEME
PE3epBHOIO KOMMMPOBAHUS U CO3/1aBAEMBIM €10 KOTTHSIM.

20.12. Mepsbl 1o 3alMTe TEXHUYECKUX CPEACTB JIOJKHBI MCKII0YaTh HECAaHKIIMOHUPOBAHHBIN
JOCTYI K CTallMOHapHBIM TEXHUYECKUM CpeICTBaM, 00padaThIBalOIIUM HH(OPMAILMIO, CPEICTBaM,
obecnieunBarOIUM (QYHKIMOHUPOBAHUE HH(POPMAIIMOHHOW CHCTEMBI (Jajiee - CpefcTBa 00CeCIICUeHUs
(GYHKIMOHMPOBAHUS), U B IIOMELICHHUS, B KOTOPHIX OHU IIOCTOSHHO PACHOJOXEHbI, 3alLIUTY
TEXHUYECKHX CPEJICTB OT BHEIIHUX BO3ACUCTBHM, a TaK)Ke 3aIIUTy WHPOPMALINH, MPEICTABICHHON B
BUJie UH(OPMATHUBHBIX JIEKTPUUECKUX CUTHAJIOB U (PU3UUECKUX MOJICH.

20.13. Mepsl 1o 3amuTte WHOOPMAIIMOHHOW CUCTEMBI, €€ CPEICTB, CHCTEM CBSI3H U TEpeIadH
JTaHHBIX JIOJDKHBI 00ECHeYMBaTh 3alIMTy HH(POpPMAIMK TP B3aUMOJCHCTBHM HH(OPMAIIMOHHON
CUCTEMBl WJIH €€ OTICIbHBIX CETMEHTOB C HHBIMH HWH(POPMAIMOHHBIMH CHCTEMaMU U
MH(OPMAIIMOHHO-TEIEKOMMYHUKAITMOHHBIMU ~ CETSIMH  TIOCPEACTBOM  MPUMEHEHHSI apXUTEKTYpPhI
WH(OOPMAIIMOHHONW CHCTEMBI, TPOCKTHBIX PEIICHWH [0 €€ CHUCTEeME 3allUThl HH(POPMAIIHH,
HaIpaBIIEHHBIX Ha OOecTeueHue 3alUThl HHPOPMAIIHH.

21. BpiOop mep 3ammThl MHPOpPMAIUM JUIsl UX pealn3alliid B MH(POPMAIMOHHOM CHCTEME B
paMKax ee CUCTEMBbI 3alIUThl MH()OpPMAIK BKIIIOYAET:

onpenenenue 0a3oBoro Habopa Mep 3aluThl HHPOPMALMU A YCTAaHOBJIEHHOrO Kiacca
3aIUIIEHHOCTH MH(GOPMAIlMOHHON CUCTEMBI B COOTBETCTBHHM C 0a30BBIMH HAOOpaMU MEp 3alUThI
uHopMalnu, NpUBeIeHHBIMU B priioskeHUH N 2 k HacTosmuM TpeOoBaHUAM;

ajanTauuioo 0a3oBoro HaOopa Mep 3amMUThl HWH(OPMALMKM NPUMEHUTENIBHO K CTPYKTYpHO-
(YHKIMOHATIBHBIM XapaKTePUCTUKAM MH(MOPMALMOHHONW CUCTEMBbI, HH(POPMALIMOHHBIM TEXHOJIOTHUSM,
0COOEHHOCTSIM (QYHKIMOHUPOBAHUS MH(OPMALIMOHHON CUCTEMBI (B TOM YHCIE MPETyCMAaTPUBAIOLIYIO
UCKJIIOUeHHe U3 0a30BOro Habopa Mep 3amuThl MHGOPMAIMM MEp, HEMOCPEICTBEHHO CBSI3aHHBIX C
MH(OPMALIMOHHBIMU TEXHOJOTHUSIMH, HE HCIIOJIIb3yeMbIMH B HH(QOPMAIIMOHHOM CHUCTEMe, WU
CTPYKTYpHO-(DYHKIIMOHAIBHBIMUA ~ XapaKTEPUCTUKAMH, HE CBOMCTBEHHBIMH  HH(OpPMAIIMOHHOMN
CUCTEME);

YTOYHEHHE aJalTHPOBAaHHOTO 0a30BOro Habopa Mep 3amuThl MHPOpPMAIMU C y4ETOM HeE
BBIODAHHBIX paHee Mep 3allUThl MHPOPMALMU, MPHUBEACHHBIX B NPWIOKEHMH N 2 K HACTOSIIUM
TpeGoBaHusiM, B pe3yJbTaTe YEro ONPEAENSIOTCS Mepbl 3allUThl MH(pOpManuu, obOecreduBaroline
OnokupoBaHue (HEUTpalIM3aluio) BceX yrpo3 0e3omacHOCTH WMHGOpMAalWu, BKIIOYEHHBIX B MOJENb
yrpo3 6e3omnacHocTy HH(GOPMaLINK;

JOIMMOJIHCHUEC YTOYHCHHOTO aJdallTUHPOBAHHOI'O 0a30BOro Ha60pa MCp 3allUThI I/IH(I)OpMaI_II/II/I



MepamMH, 00ECIEeYHBAIOIIMMH BBINOJIHEHHE TpeOOBaHMN O 3amuTe MH(OPMAIMH, YCTaHOBICHHBIMHU
MHBIMU HOPMAaTUBHBIMU IIPAaBOBBIMHU aKTaMM B 00JaCTH 3aIlIUTHl HH(GOPMALIMK, B TOM YHCIIE B 00JacTH
3aIIUTHI IEPCOHAIBHBIX JAHHBIX.

Jns BbiOOpa Mep 3amMThl HHQOpPMAIMKM ISl COOTBETCTBYIOIIETO Kiacca 3allMIIEHHOCTU
WH()OPMALIMOHHONW  CHCTEMbI MPUMEHSIFOTCS METOJIWYECKHUE JIOKYMEHTHI, pa3pabOTaHHbIE U
yrBepx)kaeHHbie PCTOK Poccum B coorBercTBUM ¢ mnoanyHKToM 4 mnyHkta & IlosmoxeHust o
denepabHON Coy)0€ MO TEXHUYECKOMY W O3KCIOPTHOMY KOHTPOJIO, YTBEPKICHHOIO YKa3oM
[Ipesunenta Poccuiickoit @eneparuu ot 16 aBrycra 2004 r. N 1085.

22. B uH(}OpManMOHHOW CHUCTEME COOTBETCTBYIOIIETO KiIacca 3aIlMIICHHOCTH B PaMKax ee
CUCTEMBbI 3alIMThl HH(QOpPMAIMK JOJKHBI OBITh peaqr30BaHbl MeEpbl 3alIUTHl  HH(YOpPMAIIHH,
BbIOpaHHBIE B COOTBETCTBUM C NyHKTOM 21 Hacrosmux TpeboBanuii u obecneunBaromme
0JIoOKHpOBaHKE (HEUTPAIM3AIMIO) BCEX yrpo3 0€30MacCHOCTH HH(POPMAIIHH.

IIpu »TOM B HH(MOPMAIMOHHOM cHCTEME [JODKEH ObITh, KaK MHHHMYM, pEaJM30BaH
aJlanTHPOBAHHBIA 0a30BbI HAOOP Mep 3amUThl MH()OPMAIMH, COOTBETCTBYIOLINI YCTaHOBICHHOMY
KJIacCy 3allUIIEHHOCTH UH()OPMAIIMOHHON CHUCTEMBI.

22.1. B cnywyae ecnmu Mepbl 3allMThl WHGOPMALMHU, pEATU30BaHHbIE B HWH(POPMALUOHHO-
TEJICKOMMYHUKAIIMOHHOW  MHQPACTPYKTYpe  IIEHTpa  0OpabOTKM  JaHHBIX, OO0CCIICYMBAIOT
OJIOKMpOBaHKE Yrpo3 0e30MacHOCTH MHPOPMAIUH, aKTyalIbHBIX I (PYHKIIMOHUPYIOIICH Ha ero 0a3e
WHPOPMAIIMOHHON CHUCTEMBI, MPHUHITHE IONOJHHUTEIBHBIX MEp 3allUThl MH()OpManuu B JaHHON
nHPOPMAMOHHON cucTtemMe He TpeOyercs. [Ipu 3TOM MONHOMOYMS B YacTH 3aIIUTHI WH(GOpPMAIHA
JOJDKHBI  OBITh PACHpEleNiCHbl MEXIy OIeparopoM HH(GOPMAIIMOHHONH CHUCTEMbI U OIEPaTOPOM
MH(POPMAIMOHHO-TEICKOMMYHUKAITMOHHOW HHPPACTPYKTYPHI IEHTPa 00paOOTKH TaHHBIX.

(m. 22.1 BBenen Ilpukazom ®CTIK Poccun ot 28.05.2019 N 106)

23. Ilpu HEBO3MOXXHOCTH peanu3alii B HHQOPMAIMOHHOM CHCTEME B paMKaX €€ CHCTEMBI
3amuUThl UHQOPMALUKU OTAETIBHBIX BHIOpAHHBIX Mep 3alUThl MH(OpPMAlMM Ha dTamax ajanTaluu
06a30B0or0 HaOOpa Mep 3alUTH HHOOPMAIIMU WM YTOUYHEHHUS aJanTHPOBAHHOTO 0a30BOTO Habopa Mep
3amuUThl  MHPOPMAIMM MOTYT pa3palaThiBaTbcsd HMHBIE (KOMIIGHCHUPYIOIIME) Mephl  3alluThl
nH(popMaluu, o0ecreynBaroIIne aJeKBaTHOE OJIOKHpOBaHUE (HEHTpaM3aIuio) yrpo3 0e30MacHOCTH
uHpOpMalnu.

B »ToM ciyuae B xo1e pazpaOOTKu cHUCTEMBI 3alUThl HH(pOpMaMi HHPOPMAITMOHHON CUCTEMBI
JOJKHO OBITH IIPOBEIEHO 00OCHOBaHHME MPUMEHEHHsI KOMIEHCHPYIOIIUX Mep 3allUThl HHpOpMAaLKH, a
npu AaTTECTAallMOHHBIX HUCIIBITaHUAX OIICHCHAa JOCTAaTOYHOCTH n aICKBATHOCTH JaHHBIX
KOMIIEHCUPYIOIIUX Mep Ul OJIOKMpOBaHUs (HEHTpanu3anun) yrpo3 6e30nacHOCTH HH(OPMAIHH.

24. Mepsb! 3amuThl HHGOPMaLUK BHIOMPAIOTCA U pealin3yloTcs B MHPOPMAIMOHHON CHUCTEME B
paMKax €€ CHCTEeMBbl 3allUThl HMHPOPMALUMU C Y4YeTOM Yrpo3 ©Oe30macHOCTH HH(OpMaIuu
INPUMEHUTETIBHO KO BCEM OOBEKTaM M CyObEKTaM JIOCTYyINa Ha anmnapaTHOM, CUCTEMHOM, IPHKIIATHOM
U CETEBOM YpPOBHSX, B TOM YHUCJIE B CpeJie BUPTYAIU3aLUHU U 0OJAUHBIX BHIYUCIICHUI.

25. OpraHu3alliOHHbIE MeEpbl M CpEACTBAa 3alUThl WHPOpPMAIUHM, MPUMEHIEMbIE B
WH(POPMAITMOHHOMN CHCTEME, TOJDKHBI 00eCTIeYnBaTh:

B MH(OPMAIIMOHHBIX CHUCTeMax | Kiacca 3allMIIEHHOCTH - 3alUTy OT yrpo3 Oe30MacHOCTH
nH(OpPMaLINH, CBA3aHHBIX C IEUCTBUSAMU HaPYIIUTENECH ¢ BHICOKMM MOTEHINAIIOM;

B WH(POPMAIMOHHBIX CHUCTeMaxX 2 KJlacca 3allWIIEHHOCTH - 3allUTy OT Yrpo3 Oe30MMacHOCTH
uH(OpMAaIlUY, CBSI3aHHBIX C JCHCTBUSMU HApyIIUTENed C TOTEHIUAIOM HE HIKE YCHUJICHHOTO
0a30Boro;


consultantplus://offline/ref=97F2A047826182441AFCA7925900AD017A804653667F07BFBDFB40DD21405905063D427646E13B5AD576F660A9624E367B49C1922B27ADBCF4ZBN
consultantplus://offline/ref=97F2A047826182441AFCA7925900AD017A814350607607BFBDFB40DD21405905063D427646E13B5AD476F660A9624E367B49C1922B27ADBCF4ZBN

B MH(POPMAIMOHHBIX CHUCTEMaX 3 KJacca 3allMIIEHHOCTH - 3aIIUTy OT Yrpo3 0e30MacHOCTH
nH(OpMaLINH, CBI3aHHBIX C ICUCTBUAMU HapYIIUTENEH ¢ MOTEHIIUAJIOM HE HIDKE 0a30BOTO.

[ToreHMan HapymuTenen OonpenesieTcss B X0JA€ OLEHKH MX BO3MOYKHOCTEH, IMTPOBOAUMON IPHU
onpeieNeHuu yrpo3 0Oe3omnacHOCTH HHQOpPMAIMM B COOTBETCTBUU C MYyHKTOM 14.3 HacTosumx
TpeboBanuii.

OneparopoM MOKET ObITh MPHUHITO PELICHHE O MPUMEHEHHH B HH(POPMAIMOHHOHN cHcTeMe
COOTBETCTBYIOIIETO KJacca 3alUIIEHHOCTH Mep 3alIUThl HHPOPMALUHU, 00ECTIEYMBAIONIUX 3AIIUTY OT
yrpo3 6e3omnacHocTy HH(GOPMALIUH, peaTu3yeMbIX HapyIIUTEIsIMU ¢ 00Jiee BBICOKUM MOTEHIIHAIOM.

(m. 25 B pexn. Ilpukaza ®CTOK Poccun ot 15.02.2017 N 27)

26. TexHnyeckue MepbI 3alIUTHl HHHOPMALIUK PEATU3YIOTCS TOCPEACTBOM MPUMEHEHUS CPEICTB
3alIUThl MH(OPMAIUK, B TOM YUCIIE IPOTPAMMHBIX (TIPOTrpaMMHO-AMNIAPATHBIX) CPEACTB, B KOTOPBIX
OHHU pealln30BaHbl, UMEIOLINX HeoOXxoaumble GyHKIMU O6e3omacHocTu. [1pu sToM:

B WH(MOPMAIMOHHBIX CHUCTeMaxX | Kiacca 3alIMIIEHHOCTH TPHUMEHSIOTCS CPEICTBA 3allUThI
nH(popManuu He HUXKeE 4 Ki1acca, a TAakKe CPEACTBA BEIYMCIUTEILHON TEXHUKH HE HUKE S5 Kilacca;

B MH(QOPMALMOHHBIX CHUCTEMax 2 KJlacca 3alllMIIEHHOCTH NPUMEHSIOTCS CpEACTBA 3alllUThl
uHpOpMaIUY HEe HIKE 5 Kilacca, a TAaKXKe CPEJICTBA BEIUMCIUTEILHOM TEXHUKN HE HIKE 5 Kilacca;

B MH(QOPMALMOHHBIX CHUCTEMax 3 KJlacca 3allMIIEHHOCTH HPUMEHSIOTCS CpPEICTBa 3aIlUThI
uHpopManuu 6 Kacca, a TAaKKe CPeACTBa BEIYUCIUTEIFHON TEXHUKH HE HIDKE 5 Ktacca.

B unpopmannoHHpx cuctemax 1 u 2 KIaccoB 3alIMINIEHHOCTH MPUMEHSIOTCS CPEACTBA 3alTUTHI
uH(poOpMallUY, TMPOIIEANINe TPOBEPKY HE HUXKE YeM 10 4 YPOBHIO KOHTPOJIS OTCYTCTBUS
HEJICKJIapUPOBAHHBIX BO3MOKHOCTEM.

Kiaccsl 3a1uTel ONpenesstoTcss B COOTBETCTBUM C HOPMAaTUBHBIMU ITpaBoBbIMU akTaMu GCTOK
Poccun, n3ganHbIMu B COOTBETCTBUM ¢ moAmyHkToM 13.1 mynkra 8 Ilonoxenus o denepanbHoii
cly’k0e 1O TEXHMYECKOMY M HKCHOPTHOMY KOHTpOJIIO, YTBepxkJIeHHoro Yka3oM IlIpesuaenta
Poccuiickoit ®deneparuu ot 16 aBrycra 2004 r. N 1085.

B uHQOpPMAaLMOHHBIX  cHUCTEMax  MNPUMEHSAIOTCA  CpeACTBA  3allUThl  MH(OpMaIuH,
cepTU(ULMPOBAHHBIE HA COOTBETCTBHUE 00s3aTEIbHBIM TPEOOBaHUIM 0 O€30MaCHOCTH MH(OPMAaLIUH,
ycraHoBieHHbIM PCTOK Poccun, mim Ha cooTBeTCTBHE TPeOOBaHMSAM, YKa3aHHBIM B TEXHHYECKHX
ycinoBusaX (3amaHusix mo 6e3omacHoctH). [Ipu sToM dyHKIMKM 6€30MaCHOCTU TaKUX CPENICTB JIOJKHBI
obecrieunBaTh BBINOJIHEHHE HACTOSAIIUX TpeGoBaHui.

(. 26 B pen. Ilpukaza ®CTIOK Poccun ot 15.02.2017 N 27)

26.1. Ilpu mpoeKTUPOBAHWU BHOBb CO3JABAEMbIX WM MOJEPHU3UPYEMBIX HH(YOPMAIIMOHHBIX
CHUCTEM, UMEIOIINX JOCTYN K WH()OPMAIMOHHO-TEIEKOMMYHUKAITMOHHONW ceTn "MHTepHeT", MOIKHBI
BBIOMPATBCS MapLIPyTH3aTOpbl <2>, cepTU(UIMPOBAHHbIE HAa COOTBETCTBUE TPEOOBAHUSAM IO
6e3omacHoCTH HH(OPMALIUY (B YaCTH peaTn30BaHHBIX B HUX (YHKIIMI 0€301aCHOCTH).

(1. 26.1 BBenen Ipuxazom ®CTIK Poccun ot 28.05.2019 N 106)

<2> Ilynkt 4 rnassl Il Kiaccudukanuu cpeacTs mporpaMMHOTO, TEXHUYECKOTO OOECIIeYeHHUs,
pador m ycayr (mpwioxenne N 2 K MeTomMYecKMM yKa3aHHSIM II0 OCYIIECTBICHHUIO yyeTa
MH(POPMALMOHHBIX CUCTEM U KOMIIOHEHTOB MH(POPMAIMOHHO-TEJIEKOMMYHHUKALIMOHHOM
MHQPACTPYKTYpPHI, YTBEPKACHHBIM NpukazoM Munkomcssizu Poccun ot 31 mas 2013 r. N 127).
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(cnocka BBeneHa IIpukazom @CTOK Poccun ot 28.05.2019 N 106)

27. B cnyuae 00paboTku B uH(DOpPMANMOHHOW cucTeMe WHGOPMAIMU, COAcpKaIel
MEePCOHANIbHBIC JTaHHbBIC, peai3yeMbIe B COOTBETCTBHU ¢ MyHKTaMu 21 u 22 Hactosmux TpeboBaHwmii
MEpBbI 3aLUTh HH()OPMAITIH:

JU1si “”H(OPMAIIMOHHON CHCTeMBI | Kilacca 3aluIIeHHOCTH oOecneunBaioT 1, 2, 3 U 4 ypoBHH
3aLUIIEHHOCTH NIEPCOHAIbHBIX TaHHBIX <1>;

<1> YcraHnaBiauBaeTCs B COOTBETCTBUU ¢ TpeOOBaHUSIMH K 3alUTE MEPCOHANBHBIX JAaHHBIX MPU
ux o0o0paboTke B UWHPOPMAIMOHHBIX CHCTEMax IIEPCOHAIBHBIX JaHHBIX, YTBEPKICHHBIMU
noctanoBieHreM [IpaButenscTBa Poccutickort @enepanmu ot 1 HosOps 2012 . N 1119.

JUTsi THQOPMAIIMOHHOW CHCTEMBI 2 Kjlacca 3allUIIeHHOCTH OOecredmBaroT 2, 3 U 4 ypOBHHU
3aIUIIEHHOCTH MEPCOHATBHBIX TAHHBIX <*>;

Uis MHGOPMAIIMOHHON CHUCTeMBl 3 Kiacca 3allUIIEHHOCTH o0ecneunBaloT 3 W 4 ypOBHH
3alUIEHHOCTH NEPCOHANBHBIX JAHHBIX <*>;

a63an uckimrodeH. - [Ipukaz ®CTOK Poccun ot 15.02.2017 N 27.

28. Ilpu uCronp30BaHUK B MHPOPMAITMOHHBIX CHCTEMaX HOBBIX HH(POPMAIIMOHHBIX TEXHOJOTHI
U BBISIBICHUH JOMOJHUTENBHBIX Yrpo3 0€30MacHOCTH MHGOpPMAalUU, I KOTOPHIX HE OINpeaeeHbI
MepbI 3alUThl HH)OPMAIMH, TOJHKHBI Pa3padaThIBAThCS KOMIICHCHPYIOIINE MEPhl B COOTBETCTBHH C
MyHKTOM 23 HacTosaumx TpeGoBaHMii.

ITpunoxxenne N 1

Kk TpeOoBaHusAM 0 3amuTe HHPOPMAIHIH,

HE COCTABJIAIOLIEN TOCYAAPCTBEHHYIO TaliHY,
CoJIepaKallIeics B TOCYAAPCTBEHHBIX
UH(POPMALIMOHHBIX CUCTEMAX

OINPEJEJIEHUE KJIACCA 3AIIUIIEHHOCTUA HH®OPMAILIMOHHOM CUCTEMBI

CIMCcOK M3MEHSIONINX JTOKYMEHTOB
(8 pen. Ilpukaza ®CTIK Poccun ot 15.02.2017 N 27)

1. Knacc 3anmumennocta nHpopManmoHHoi cucteMsl (iepBoiil kiacce (K1), Bropoit kmace (K2),
tpetuil knacc (K3)) ompenensiercs B 3aBHCHUMOCTH OT YpOBHsSI 3HauuMoctu uHpopmauuu (Y3),
oOpabaTbiBaeMOil B 3TOiM MH(OpPMAIMOHHOM cucTeMe, M MaciuTaba WH(POPMAIMOHHON CHCTEMbI
((penepanbHbIil, peruOHANbHBIN, OOBEKTOBBII).

(8B pen. IIpukaza ®CTIK Poccun ot 15.02.2017 N 27)

Knace 3amummennoctu (K) = [ypoBeHb 3HaUMMOCTH HH(OPMAIMK; MAacIITad CHCTEMBI|.

2. YpoBeHb 3HAYUMOCTH WHGOPMAIUU OIpeNesseTcsl CTENEHBI0 BO3MOXKHOTO yiepOa s
obnamatens wHopmanuu (3aka3dWka) U (WIK) ormepaTopa OT HApyHICHUS KOHOUIECHIIUATLHOCTH
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(HempaBOMEpHBIE JOCTYI, KOMHPOBAHHE, NPEIOCTABICHHE WIH PACIPOCTPAHECHHE), EIOCTHOCTH
(HempaBOMEpHBIE YHHUYTOXXCHHE WJIA MOAU(PUIIMPOBAHUE) WM JOCTYMHOCTH (HEMpaBOMEPHOE
O10KMpoBaHKE) UH(OPMAIIHH.

V3 = [(koH(UIECHINATEHOCTD, CTENCHB YyIIepOa) (11eJI0CTHOCTD, CTENEeHb yIepOa) (A0CTYIMHOCTD,
CTeneHb yiepoa)],

r7e CTENEeHb BO3MOXKHOIO yiepOa ompezaensercs obiamateneM MHGOpMaIuu (3aKa3uuKOM) H
(Wn) omepaTopoM CaMOCTOSITENTLHO SKCIIEPTHBIM WJIM MHBIMH METOJIaMU U MOXKET OBITh:

BBICOKOW, €CJIM B pPe3yJbTaTe HApYIICHHS OJHOTO M3 CBOKMCTB 0€30MacHOCTH HH(MOpMAIHH
(KOH(bI/II[eHHI/IaHbHOCTI/I, OECJIO0CTHOCTH, I[OCTyHHOCTI/I) BO3MOXHBI CYHICCTBCHHBIC HCTATUBHLIC
MOCJIC/ICTBHUSL B COIMAIBHOM, TOJIMTHYECKOW, MEKIYHAPOIHOW, SKOHOMUYECKOH, (DMHAHCOBOW WIIN
UHBIX 00JacTSX AesITeNbHOCTH W (WiIK) MHPOpPMAIMOHHAs cucTeMa W (Miau) omeparop (oOnamartenb
nH(OPMAIIMK) HE MOTYT BBITIOJHSTH BO3JIO)KEHHBIC HA HUX (DYHKIIHH;

CpelHeH, ecau B pe3ysbTaTe HAPYIICHUS OJIHOTO M3 CBOMCTB 0Oe30macHOCTH HH(OpMaLUU
(KOH(UICHIINATBHOCTH, IIEIOCTHOCTH, JOCTYIMHOCTH) BO3MOXXHBI ~yYMEpPEHHBIE HETaTHBHbBIC
MOCTIC/ICTBUSL B COLMAIBHOW, TOJUTHYECKOW, MEXITYHAPOTHOW, SKOHOMUYECKOH, (PUHAHCOBOW WU
MHBIX 001acTsIX NeATeNbHOCTH W (W) MHpOpManMoHHAs cucTeMa W (Win) omeparop (oOsamaressb
nH(OPMAIINN) HE MOTYT BBITIOJIHATH XOTS OBl OJTHY U3 BO3JIO’)KEHHBIX Ha HUX (DYHKIIHIA,

HU3KOHM, €ClIM B pe3ysbTaTe HapyIICHUS OJHOTO W3 CBOWCTB 0€30macHOCTH HWH(pOpMAIHH
(KOH(pUACHIINATBHOCTH, IIEJIOCTHOCTH, JOCTYITHOCTH) BO3MOXKHBI HE3HAUWUTEIbHBIE HEraTUBHbBIE
MOCTIC/ICTBUSL B COLMAIBHOW, TOJUTHYECKOW, MEKIYHAPOIHOW, SKOHOMUYECKOH, (PMHAHCOBOW WM
WHBIX 00acTsIX NeATelbHOCTH W (WiH) MHpOpManuoHHAs cucTeMa M (Wiu) omeparop (oOyiamaTeisb
nH(OPMAIINN) MOTYT BBITIOJIHATH BO3JIOKEHHBIEC HA HUX (DYHKIUHU C HETOCTATOYHOH APPEKTHBHOCTHIO
WJIH BBITIOJIHEHUE (PYHKIIMI BO3MOXHO TOJIBKO C MIPUBJICUECHUEM TOTIOTHUTENBHBIX CUII U CPEICTB.

WNudpopmanusg umeeT BbICOKUN ypoBeHb 3HaunmmocTu (Y3 1), ecnu Xors Obl I OJHOTO U3
CBOHCTB Oe3omacHOCTH HH(popManMu (KOH()UICHIMANBHOCTH, IIEJIOCTHOCTH, JIOCTYITHOCTH)
ompeJereHa BhICOKas cTerneHb yiepoa. Mudopmanus umeer cpeanuit ypoBenb 3HaunMoctu (Y3 2),
eci XOTs OBl JUId OJHOrO U3 CBOMCTB Oe3omacHOCTH HHpOpMauuu (KOH(UIEHIHNATBHOCTH,
L[EJIOCTHOCTH, AOCTYITHOCTH) ONpEJesieHa CpeIHsAs CTeNeHb yuep0a U HET HU OJHOTO CBOMCTBA, JJIS
KOTOPOT'O OIpe/ieNieHa BhICOKas cTeneHb yiepoa. MHdopMaius nuMeeT HU3KUH ypoBEHb 3HAUUMOCTH
(V3 3), ecnmu nist Bcex CBOMCTB Oe3omacHOCTH wHGopMau (KOHPUACHIIHATHHOCTH, IETO0CTHOCTH,
JOCTYITHOCTH) OTIpE/IeTIeHbl HU3KHE CTETIEHH yIepoa.

A63an uckimtoyeH. - [pukaz ®CTIK Poceun ot 15.02.2017 N 27.

[Tpu oOpabGoTke B MH(MOpMaLMOHHON cucTeMe JIByX U Oojiee BHIOB MH(oOpManuu (ciyxedHas
TaiiHa, HAJIOrOBasl TaliHa W MHbIE YCTAHOBJICHHBIE 3aKOHOAATENbCTBOM Poccuiickor denepanny BUABI
nH(pOpMallMd OTPaHUYEHHOTO JOCTYyIa) YPOBEHb 3HauuMocTH uH(popmanuu (Y3) ompenenarcs
OTAENBHO Ui KaXAO0ro BHAAa HHPOpMauuu. MTOroBbli ypOBEHb 3HAYMMOCTH WH(OpMAIUH,
oOpabaTeiBaeMoii B HWH(GOPMAIIMOHHOW CHCTEME, YCTAHABJIHMBAETCS 10 HAWBBICIIUM 3HAYEHUSM
CTETIEHM BO3MOXHOTO yiiepOa, OIpeaesleHHbIM Uil  KOH(UICHUIMAIBHOCTH, I€IOCTHOCTH,
JOCTYITHOCTH MHPOPMAIMH KaKJI0T0 BUAa HH(OpMaLIUH.

3. UndopmanmonHas cuctema umeeT deaepaibHbldi MacmTald, eciu oHa (QYHKIMOHUPYET Ha
tepputopun Poccuiickoit ®enepanuu (B mpenenax ¢eaepalbHOTO OKpyra) M MMEET CEerMEHTHI B
cyonekTax Poccuiickoit @enepariui, MyHUIIUTIATLHBIX 00pa30BaHUIX U (MIIH) OpraHU3aIUsX.

WudopmaninoHHasl cucTeMa UMEET PETHOHANBHBIM MacimrTad, eciu OHa (YHKIIMOHHUPYET Ha
TeppuTopun cyobekta Poccuiickoit denepanui U MMEET CETMEHTHI B OJHOM WJIM HECKOJIBKHUX
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MYHUIUIIAJIBHBIX 06pa30BaHI/ISIX u (I/IJII/I) MOABCAOMCTBCHHBIX U MHBIX OpraHU3anuiax.

UudopmanmonHas cucremMa HMeeT OOBEKTOBbIM MacmiTad, eciu OHa (QYHKIMOHUPYET Ha
00BEKTax OAHOTO (hefepaIbHOTrO0 OpraHa rocy1apcTBEHHON BJIACTH, OpraHa rocyl1apCTBEHHOW BIACTH
cyobekTa Poccuiickoii denepanny, MyHUIIMIAIBHOTO 00pa30BaHus U (WJIM) OPTaHU3AlUU U HE UMEET
CETMEHTOB B TEPPUTOPHAIBHBIX OpraHax, MpPeICTaBUTENLCTBAX, (primanax, MOJBEJOMCTBEHHBIX WU
MHBIX OPraHU3ALMSIX.

4. Kracc 3amumieHHOCTH HWH()OPMAIMOHHOW CHUCTEMBI OMpPEIEIsieTCsl B COOTBETCTBUHU C
TaOJIULIEN:

YpoBeHb 3HAUUMOCTHU Macutab nH(pOpMaITMOHHON CHCTEMBI
nHpopmaruu
denepanbHbIA PernonanbubIiit OOBEKTOBBII
V31 K1 K1 K1
V32 K1 K2 K2
v33 K2 K3 K3

(trabnuua B pen. ITpukaza ®CTIK Poccum ot 15.02.2017 N 27)

[Tpunoxenue N 2

Kk TpeGoBaHusIM 0 3amuTe HHPOPMALINH,

HE COCTABJIAIOLIEN TOCYAAPCTBEHHYIO TaliHY,
CoJIepaKalleics B TOCYAAPCTBEHHBIX
UH(POPMALIMOHHBIX CUCTEMAX

COCTAB
MEP 3ALIUTHI THOOPMALIMU U UX BA3OBBIE HABOPbBI
JJIAA COOTBETCTBYIOHIEI'O KJTACCA BAIIMIIEHHOCTH
WH®OPMAIIMOHHON CUCTEMBI

CI1CcOK M3MEHSIONINX JTOKyMEHTOB
(8B pen. Ilpukaza ®CTIK Poccun ot 15.02.2017 N 27)

YcnoBHoe Meps! 3auThl HH(GOPMAMK B HHPOPMALTMOHHBIX Knaccer
0003HaueHue cucremMax 3alUIIEHHOCTH
1 HOMEp nH(pOPMAIMOHHOM
Mepbl CUCTEMBI
3 2 1

. Unentudukamus u ayreHTU(UKAUI cCyObeKTOB JocTyna 1 00bekToB goctyna (MAD)

NAD.1 Wnentudukanus u ayreHTU(UKaLUs Mojb30BaTene,| + + +
SBJISTFOIITUXCST pa0OTHUKAMH OTlepaTopa

NAD.2 Nnentuduxanus 1 ayTeHTUPHUKALUS YyCTPOUCTB, B TOM + +



consultantplus://offline/ref=97F2A047826182441AFCA7925900AD017B83435D657707BFBDFB40DD21405905063D427646E13B57DA76F660A9624E367B49C1922B27ADBCF4ZBN
consultantplus://offline/ref=97F2A047826182441AFCA7925900AD017B83435D657707BFBDFB40DD21405905063D427646E13B55DA76F660A9624E367B49C1922B27ADBCF4ZBN

YUCJIC CTAIMOHAPHBIX, MOOMJIBHEIX U IOPTAaTUBHBIX

NAD.3

VYnopasnenue wuaeHTU(PUKATOpaMU, B TOM UHCIE
cOo3/1aHue, IPUCBOCHUE, YHUUYTOXKCHUE HJICHTU(PUKATOPOB

NAD .4

VYnpaBiaeHue CpeAcTBaMHU ayTCHTU(UKAIMH, B TOM
qucie XpaHeHHe, BBIZAYA, MHHULHATN3aIN,
OJIOKMpOBaHHUE CPEICTB AYTCHTU(UKAMH M TPHHITHE
Mep B ciIydae yTpaThl U (MJIM) KOMIIPOMETAIlMH CPECTB
ayTeHTU(UKAIIH

NAD.5

3amura obOpaTtHoI CBSI3U npu BBOJIE
ayTeHTU(PUKAMOHHON HH(pOpMAIHH

NAD.6

Wnentudukanust 1 ayreHTHU(PUKALUSA OJIb30BaTENCH,
HEe SBISIOMIMXCA pPaOOTHHKAMHU olepaTopa (BHELIHHX
10JIb30BATENEH)

NA®.7

Wnentudukanmst W ayTeHTHQHUKAIHUSA  OOBEKTOB
(aiiIoBON CHCTEMBI, 3allyCKaeMBIX MW HCIHOJHSIEMBIX
MOJTyJIei, 0OBEKTOB CUCTEM YIpPaBJICHUS 0a3aMH JTaHHBIX,
00BEKTOB, CO3JaBAEMBIX MPUKIATHBIM M CHECHUAIBHBIM
IPOTPaAMMHBIM 00ECTIEYeHHEM, HHBIX OOBEKTOB JIOCTYIIA

II

. YIpaBiieHHe 10CTYIOM CyObeKTOB focTyna kK oobekTam poctyna (YII/)

VI 1

VYmpasienue (3aBeieHre, aKTUBAILNS, OJIOKHPOBAHKE U
VHUUYTOKEHHE) YUETHBIMHM 3aIllUCSIMHU IOJIb30BaTeseH, B
TOM YHCJIE BHEITHUX NOJIb30BATENICH

+

+

VL2

Peanmzanus HE0O0X0IMMBIX METO0B
(IMCKpPEIMOHHBIN, MaHJaTHBINA, pOJIEBOM WJIM WHOM
METO/I), THUIOB (UTCHHUE, 3aMUCh, BHIMOTHEHUE WU HHOU
THUIT) ¥ TPaBUJI pa3rpaHUYeHUs AOCTyNa

VITA.3

VYnpasieHnue (punpTpanus, MapuIpyTH3aIus,
KOHTPOJIb COCIMHEHHWH, OJHOHANpAaBJICHHAs Mepeaada U
UHBIE  CIIOCOOBI  yNpaBieHHs) HMH(DOPMAIMOHHBIMU
NOTOKAaMH ~ MEXJy  YCTPOHCTBAMH,  CETMEHTaMH
UHPOPMALIMOHHOM  CHCTEMBI, a  TaKkKe  MEexay
MH(POPMAIMOHHBIMHA CUCTEMaMH

VITI.4

Paznenennie mnonHomMouuit (poseil) MOJIb30BATENEH,
aIMUHUCTPATOPOB u T, 00ecIeunBarOIINX
GyHKIIMOHUPOBaHUE WH(OPMAITMOHHON CHCTEMBI

YIIA.5

Ha3znauenne MHUHUMaNbHO HEOOXOAUMBIX TIpaB U
NPUBWIETHH  MOJb30BaTeNAM, aJAMHHHCTpaTOpamM |
aunam, o0ecreynBaroIuM (GyHKIIMOHMPOBAaHUE
MH(OPMaLlMOHHON CHCTEMBI

VIIJL6

OrpaHquHHe HCYCIICHIHBIX IIOITIBITOK BXOaa B
UH(POPMALIMOHHYIO CUCTEMY (mocryma K
MH(OPMaLIMOHHON CHCTEME)




VIIJL.7

[TpenynpexaeHne MOJB30BaTENsI MPH €ro BXOJC B
WHOOPMAIIMOHHYIO ~ CUCTEMYy O  TOM, 4YTO B
WH(OPMAIIMOHHON CHCTEME Pealli30BaHbl MEPHI 3aIUTHI
uH(pOpMallMM, U O HEOOXOJUMOCTH COONIOJCHHUS UM
YCTAaHOBJICHHBIX  ONEPATOPOM  MpaBWII  0OpPabOTKH
uHpopMaun

VIIJL.8

OmnoBeneHne Moab30BaTENsl MOCHIE YCIEIIHOIO BX0Ja
B MH(OPMALMOHHYIO CUCTEMY O €r0 MPEIbIAYIIEM BXOe
B UH(POPMALMOHHYIO CUCTEMY

VIIJL9

OrpannueHue 4uciia MapauleIbHBIX CEaHCOB JOCTyIa
JUIT  KaXIOW  y4eTHOW  3alMCH  MOJb30BaTEeNs
UH(POPMALIMOHHOM CUCTEMBI

VII1.10

brnokupoBanue ceanca goctymna B WH()OPMALMOHHYIO
CUCTEMY IIOCJ€ YCTAaHOBJIEHHOIO BpPEMEHM Oe3aeicTBUs
(HEaKTHMBHOCTH) MOJIH30BATENS WU IO €T0 3a1pocy

V11

Paspemienne (3amper) JeHCTBUII  MOJb30BaTeneid,
pa3peuIeHHbIX 10 HASHTU()UKALMN U ayTeHTU()UKAUT

VIIJL12

[Mognepxkka u coxpaHeHHe aTpUOYTOB 0O€30MacHOCTH
(MeTok ©0€30macHOCTH), CBS3aHHBIX ¢ WHMOpMalueld B
mpoliecce ee XpaHeHus: 1 00paboTKH

V13

Peanuzanus 3alMIIEHHOTO  yNAJI€HHOrO  JOCTYyIa
CyOBEKTOB JJOCTyIA K 00BEKTaM JIOCTYyIIa Yepe3 BHEIIHUE
MH(}OPMaLIMOHHO-TEJIEKOMM YHUKAI[UOHHBIE CETU

VIIJL 14

PermamenTanuss ¥ KOHTPOJb MHCIOJNb30BaHUS B
MH(POPMALIMOHHOM CUCTEME TEeXHOJIOTUH OecrpOBOAHOTO
JocTyna

VIIZL15

Pel"J'[aMeHTaHI/ISI nu KOHTpOJ'II) HNCITIOJIb30BAHUA B
UH(POPMAIIMOHHOW CHCTEME MOOWIBHBIX TEXHUYECKHX
Cpe/CTB

VIIJL16

VYrpasieHnne B3auMoIEHCTBUEM ¢ MHPOPMALTUOHHBIMHU
CUCTEMAMHM  CTOPOHHUX  OpraHuM3alMil  (BHEIIHUE
MH(OPMaLIMOHHBIE CHCTEMBI)

VIIA.17

OOGecnieueHne  JOBEPEHHON  3arpy3Kd  CpEACTB
BBEIYHCIIUTETLHON TEXHUKH

II1. Orpanunuenue nporpammuoit cpeast (OI1C)

OIIC.1

VYnpasnenue 3amyckoM (0OpaiieHusMi) KOMIIOHEHTOB
MPOrPaMMHOTO OOECIIEUEHHs, B TOM YUCJIE OINpeaelieHUe
3aIyCKaeMbIX KOMIIOHEHTOB, HACTpOWKa IMapamMeTpoB
3amycka  KOMIIOHEHTOB, KOHTPOJb 3a  3allyCKOM
KOMITOHEHTOB ITPOTPaMMHOTO 00ecIieueHus

OIIC.2

VYnpasnenue YCTaHOBKOM (uHCTAMIIALMEN)




KOMITOHCHTOB TPOTPAMMHOT0 00eCIICYCHHS, B TOM YHCJIC
ompesesieHue KOMIIOHEHTOB, MOJUJICKAINX YCTaHOBKE,
HACTpOiiKa TapaMeTpPOB  YCTAHOBKH  KOMIIOHEHTOB,
KOHTPOJIb 32 YCTaHOBKOW KOMITOHEHTOB IPOTPaMMHOTO
obecnieueHus

OIIC.3

VYcraHoBKa (MHCTAIALMS) TOJIBKO Pa3pelIeHHOro K
UCTIOJIB30BaHUIO TPOTPAMMHOTO obOecriedueHus: U (Win)
€ro KOMIIOHEHTOB

OIIC 4

VYnopasineHue BpeMEHHbIMU (aiiaMu, B TOM YHUCIIE
3amper,  paspelleHue,  MEepEeHAlpaBlICHUE  3alMCH,
ylajeHue BpeMeHHBIX (ailioB

IV. 3amura MamHHBIX HocuTenei nnpopmarmu (3HU

)

3HU.1

VY4er MalIMHHBIX HOCUTENEH nH(pOpMaIN

3HU.2

VYrpaBieHne JOCTYIIOM K MAIIMHHBIM HOCHUTEISIM
uHpopmanuu

3HI.3

KonTpone nepeMenieHus MalIMHHBIX HOCHTEJEH
uH(pOpMaLK 32 IPEEIIbl KOHTPOJIUPYEMOU 30HBI

3HU.4

HckiroueHne BO3MOXXHOCTH HECAHKIIMOHHMPOBAHHOTO
03HAKOMJICHHUS c coJiep:KaHueM uH(popMaLnu,
XpaHsMIecss Ha MAaIIMHHBIX HOCUTENSIX, ©  (WJIM)
UCIIONIb30BAaHUsl HOcUTeNe uHGOpMAaUd B  UHBIX
WH(OPMAIIMOHHBIX CHCTEMaX

3HN.5

Kontpons  wucnonws3oBanust uHTEp(DENCOB  BBOJA
(BpIBOAA) wMH(OpPMANMM HA MAIIMHHBIE HOCUTENU
uH(popMaluu

3HI.6

Koutpons  BBoma  (BbIBOga) uH(poOpManuu  Ha
MAaIIMHHBIE HOCUTENU UHPOpMAITUU

3HN.7

KoHTponb MOAKIIIOYEHWS  MAIIMHHBIX  HOCHUTENEH
uHpOpMaLuu

3HU.8

YHuutoxeHne (ctupanue) uHpopMauu Ha
MAIIMHHBIX ~HOCUTENSIX TPH WX Tepenavye MEexay
NOJb30BATESIMU, B CTOPOHHHE OpTaHU3alMU IS
pEeMOHTa WJIM  YTHIM3allMM, a TakkKe KOHTPOIb
YHUUTOKEHUS (CTUPAHU)

V. Peructpanus coosituii 6e3onacuoctu (PCBH)

PCb.1

Omnpenenenne coObITHII 0E30MACHOCTH, MOJIEKAIIUX
peructpanru, 1 CPOKOB UX XPAHCHUA

PCb.2

Omnpenenenue coctaBa U Cojep)KaHusgd UHPOpPMAIUHU O
COOBITHSX OE30MAaCHOCTH, TOJICKALINX PErHUCTPALIUN

PCB.3

COop, 3amuch U XpaHeHue WH(POPMAIMU O COOBITHIX




0€30IIaCHOCTM B TEUCHHME YCTAaHOBJIEHHOIO BPEMEHU
XpaHeHus

PCb.4

PearupoBanue Ha cOOM TpU PETUCTpPAIMU COOBITUI
0€30MacHOCTH, B TOM YHCJIE alllapaTHbIE U IPOTPaMMHBIE
omnOku, cOoM B MexaHuW3Max cOopa HHPOpPMALUU U
JOCTIKCHUE TIpeesa WM TEpeHnojHeHHs o0beMa
(eMKoOCTH) aMSITH

PCB.5

MonuTopuHr  (IIPOCMOTp,  aHAIU3)  PE3yJIbTaTOB
perucTpanuu coobITU OE30MaCHOCTH U pearupoBaHUE Ha
HUX

PCb.6

['eHepupoBaHue  BPEMEHHBIX METOK U (WJIH)
CHUHXPOHHU3AIUS CHUCTEMHOTO BpEMEHU B
nH(OPMAILIMOHHOMN CHCTEME

PCb.7

3ammuTa HHPOPMALHK O COOBITUAX O€30IaCHOCTH

PCb.8

O0ecnieyeHre BO3MOXKHOCTH IIPOCMOTpa M aHAIHM3a
uH(pOpMAaIUK O NEHCTBUSAX OTICIBHBIX MOJIh30BaTENICH B
WH(pOPMAITMOHHOM CHCTEME

VI. AutuBupycHas 3amuta (AB3)

AB3.1

Peanuzanus aHTHBHPYCHOﬁ 3alllUThI

AB3.2

OO6HoBieHue 0a3bl JaHHBIX MPU3HAKOB BPEIOHOCHBIX
KOMIIBIOTEPHBIX NPOrpaMM (BUPYCOB)

VIIL. O6napy:xenue Bropxenuit (COB)

COB.1

OO6HapyxeHne BTOPKEHHIMA

COB.2

OO6HoBIeHNE 0a3bl pelIaroIINX TPaBHI

VIII. Kontpons (ananu3) 3anumennoctu nadopmanuu (AH3)

AH3.1

BeisiBnenue, aHanu3 ys3BUMOCTed HH(OpMaIMOHHON
CHUCTEMBI U ONIEPATUBHOE YCTPAHEHNE BHOBb BBISBIICHHBIX
yA3BUMOCTEMN

+

AH3.2

KoHTponb ycTaHOBKM OOHOBIEHMH IPOrpaMMHOIO
oOecrieyeHus, BKJIOYash OOHOBJIEHHE MPOrPaMMHOIO
o0ecreyeHns CpeICTB 3aLUThl UH(OpMAIH

AH3.3

KonTpons paboTocnocoOHOCTH, IapamMeTpoB
HAaCTpPOMKM W  TPaBWIBHOCTH  (DYHKIHOHUPOBAHUS
OPOrPpaMMHOTO  OOECTeYeHHUss M CPEACTB  3allUThI
uH(popMalun

AH3.4

KonTpons cocraBa TEXHUUYECKUX CPEJICTB,
IPOrpaMMHOT0  oOecrieyeHus] U CPEICTB  3aIMThI
uH(popMalun




AH3.5 KoHTponbs mnpaBun reHepauuy W CMEHBI Tapojiei| + +
M0JIb30BaTENCH, 3aBEICHUS M yIAJICHUSI YUETHBIX 3aliCen
MOJIB30BATENE, pealu3alud MPaBUI PA3rPAaHUUYEHUS
JIOCTYIIOM, MMOJTHOMOYU I M0JIb30BaTENEN B
nH(GOPMaLMOHHOMN CHCTEME

IX. Obecnieuenne nenocTHOCTH HHPOPMATMOHHOM crcTembl 1 nHpopmaruu (OLJ)

OLJI.1 KOHTpOJIb 1IEIOCTHOCTH MPOrpaMMHOTO 00ecIIeueHus, +
BKIIIOYasi MPOTPAMMHOE OO0ECIIEUYeHUE CPEIICTB 3aIIUTHI
uHpopmanuu

OLJI.2 KoHTposnb 1enoctTHocTH HHPOPMAITUH, COJEpKaIIeHCs

B 0a3ax JaHHBIX HH(bOpMaHHOHHOfI CHUCTCMbI

OLJIL.3 O6ecneyeHune BO3MOKHOCTH BOCCTAaHOBJICHHS | + +
MPOrPaMMHOTO OOECIICUCHHUs, BKIIIOYas IPOTPAMMHOE
obecrieueHue CpEACTB  3alIUThl  MHGOPMALMH, TIPH
BO3HHUKHOBEHUU HEIITATHBIX CUTYyaIHil

OLJ1.4 OOHapyXeHHEe W pearupoBaHUE Ha TMOCTYIUICHHE B +
UH(POPMALIMOHHYIO cucremy He3apanmBaeMbIX
AIIEKTPOHHBIX COOOILIEHUH (IIMCEM, IOKYMEHTOB) U MHOMI
UHpOpMaLlUY, HE OTHOCAUIMXCA K (YHKIHOHUPOBAHUIO
MH(POPMALIMOHHON CUCTEMBI (3aIlIUTa OT CIiaMa)

OLULS KonTponb conepkanus uHpoOpManuy, neperaBaeMoi
u3  uHDOpPMAIMOHHOW  CUCTEMBbl  (KOHTEHHEPHBIH,
OCHOBaHHBI Ha CBOWCTBax OOBEKTa JoCTyma, M
KOHTEHTHBIM, OCHOBAaHHBIM HA IOUCKE 3alpPELICHHOHW K
nepegaye MHGOPMallMU C HUCHOJIb30BAaHUEM CHUTHATYp,
MacoOK U MHBIX METOIOB), U UCKJIFOUEHHE HEIPaBOMEPHOM
nepeaaur nHGopMauu u3 HHPOPMAIIMOHHON CUCTEMBI

OLJL.6 OrpannueHre TpaB TOJIb30BATEE 1O  BBOAY
uH(popMaluu B UHPOPMAITMOHHYIO CHCTEMY

OLJL.7 KoHTposib TOYHOCTH, TONHOTBI M MPABUIBHOCTU
JIAHHBIX, BBOJIUMBIX B HH)OPMAIIMOHHYIO CUCTEMY

OLJL.8 KoHTponb ommOo4HBIX MEHCTBHUM TMOIB30BATEICH IO
BBOAy W (wnm)  mepemaye  uHbOpMaluMd U
NpEeAyNpeXICHHEe  ToJb30oBaTeield 00  OMIMOOYHBIX
JEUCTBUAX

X. O6ecnieuenne nocrynHoctu uHpopmaruu (O/T)

OAT.1 Hcnonb3oBaHHEe  OTKA30yCTOMYMBBIX  TEXHUYECKHX
CPEICTB
OAT.2 PesepBupoBanue TEXHUYECKUX CPEACTB,

IpOrpaMMHOr0  oOecnedeHus, KaHaJloB  Iepeladyu
uH(pOpMalnK, CpeACTB obecnieueHus! GyHKIIMOHUPOBAHUS
MH(OPMALMOHHON CHCTEMBbI




OJIT.3

Kontposb 0€30TKa3HOTO (G YHKIIMOHUPOBAHUS
TEXHUYECKUX CPEICTB, OOHApPY)KEHUE U JIOKATH3AIUSI
OTKa30B  (YHKIIMOHHPOBAHUS, TMPHUHITHE MEp IO
BOCCTAHOBJICHHIO  OTKAa3aBIIUX  CPEACTB W HUX
TECTHUPOBAaHUE

OJIT.4

[Tepuomuueckoe pe3epBHOE KOIIMPOBAaHUE
uH(pOpMAallMM HAa PE3epPBHBIC MAIIMHHBIE HOCHTEIN
uHpopmanuu

OJIT.5

ObecneueHue BO3MOKHOCTH BOCCTaHOBJICHHUS
uH(GOpMAllMM C PE3CPBHBIX MAIIMHHBIX HOCHTEINEH
uHpopmanuu  (pe3epBHBIX  KOMUH) B TECUCHHE
YCTaHOBJICHHOT'O BPEMEHHOT'O HHTEpBajia

OAT.6

Knacrepuzanus wHGOPMAIIMOHHONW CUCTEMBI U (WJIH)
€e CerMeHTOB

OJIT.7

KoHTponb cocTosiHMS W KayecTBa MpPEeAOCTaBICHUS
YIOJIHOMOYEHHBIM JIMLIOM BBIUYUCIUTENIBHBIX PECYPCOB
(MomIHOCTEH), B TOM YHCIIE IO Ilepeiade HHPOopMaLuu

XI. 3amuta cpenbl BupTyanusaiuu (3CB)

3CB.1

Wnentudukanust u  ayreHTHQHUKANUsS CyOBEKTOB
JOCTynla M OOBEKTOB JIOCTylla B  BUPTYaJbHOU
UHPPACTPYKTYpe, B TOM UHUCIE aJMHUHUCTPATOPOB
yIIpaBJIEHUS CPEeICTBAMH BUPTYaJIN3aLuU

3CB.2

VYnpaBiaeHue  JOCTYNIOM CyOBEKTOB JOCTyHma K
0o0BeKTaM JI0CTyIla B BUPTYaJlbHOM HH(QpacTpykType, B
TOM YKCJI€ BHYTPU BUPTYaJIbHBIX MALIUH

3CB.3

Peructparus coObiTuii 0€30MacHOCTH B BUPTYaJbHOU
UH(PacTpyKType

3CB.4

Ynpasnenue (bunpTparnmus, MapuIpyTH3aLus,
KOHTPOJIb COEIMHEHHMsI, OJHOHAIIpaBJIICHHAs TIepenaya)
nmoTokamMd  WHGOPMAIMK  MEXKIYy  KOMIIOHEHTaMHU
BUPTYaIbHOW HMHPPACTPYKTYPHI, & TaKKe MO MEPUMETPY
BUPTYaJIbHOU HH(PPACTPYKTYPHI

3CB.5

JloBepeHHass 3arpy3ka CepBEpOB BUpPTYyalu3aluu,
BUPTy&JIbHOW  MammHbBl  (KOHTEWHEpa),  CEPBEPOB
YIPaBJICHUS] BUPTyaau3aluein

3CB.6

VhpaBneHue NEepeMelIeHUEM BHUPTYaAJIbHBIX MAaIlUH
(koHTEIHEPOB) U 00pabaThIBAEMBIX HA HUX JTAHHBIX

3CB.7

KonTponb L[EJIOCTHOCTH BUPTYaJIbHOU
UHPPACTPYKTYPHI U €€ KOH(DUTYyparuit

3CB.8

PCSCpBHOC KOIMMUPOBAHUC HNAHHBIX, PC3CPBUPOBAHUC
TEXHUYCCKHUX CpPCACTB, IMPOrpaMMHOIO oOecreyeHus




BUPTYalIbHOU MH(PACTPYKTYphI, @ TAKXKE KaHAJIOB CBSA3U
BHYTPH BUPTYaJIbHOU HHPPACTPYKTYPHI

3CB.9 Peanuzanus n ynpasieHue aHTUBUPYCHOM 3alluToi B| + + +
BUPTYAJIILHOH HH(PPACTPYKTYpe

3CB.10 Pa3Ouenne  BuUpTyasbHOW  HMHPPACTPYKTYyphl Ha| + + +
CErMEHTHI (cerMeHTHpOBaHUE BUPTYaJIbHON
uHppacTpykTypel) ausg  o0paboTKu  WH(pOpPMaIUH
OTJENbHBIM  IIOJIb30BAaTENEM M (MIM)  TPYIIION
M0JIb30BaTENeH

XII. 3amura Texunueckux cpeacts (3TC)

3TC.1 3amura uH(pOopMaIuy, obOpabaTeiBaeMOi
TEXHUYECKMMHU  CPEICTBaMH, OT €€ yTeYKH IO
TEXHHYECKUM KaHaJlaM

3TC.2 Opranuzanus KOHTPOJIUPYEMOH 30HBI, B Mpenenax| + + +
KOTOPOM  TMOCTOSIHHO  pa3MEUIaloTCsl  CTallMOHAPHBIE
TEXHUYECKHE CPEJICTBA, 0OpadaThIBaronie NHPOPMAITHIO,
U CpeACTBa 3alluThl WH(OpMALUU, a TaKKe CpeICcTBa
obecrieyeHns (HyHKIIMOHUPOBAHUS

3TC.3 Kontponbs u ymnpapinenue (HU3MYECKUM JOCTYIIOM K| + + +
TEXHUYECKUM Cpe/cTBaM, cpeacTBaM 3aLIUThI
uH(pOopMaIuy, CpelcTBaM obecrieueHus
(YHKLIMOHMPOBAaHUS, a TaKKe B IOMEIIEHUS U
COOpY)KEHHsS, B  KOTOPbIX  OHHM  YCTaHOBIICHBI,
UCKITIOYAIOINE  HECAaHKIMOHUPOBAHHBIM  (U3HMUECKUi
JOoCTyn K  cpeacTtBaM  00paboTku  uH(popmanuu,
CpeACcTBaM  3alIUThl  MHQOPMALMU U  CpPEACTBaM
oOecrieueHNs  (PYHKIMOHUPOBAHUS  HMHPOPMAIIMOHHOMN
CHCTEMBl M MOMEIIEHUS U COOPYXEHMS, B KOTOPBIX OHHU

YCTAHOBJICHBI
3TC.4 Pasmemienne ycrpoiictB  BeIBOojga  (oToOpakeHus)| + + +
uH(pOpMaIIMU, UCKITIOYAOIIee €€ HECAHKIIMOHUPOBAHHBII
IPOCMOTP
3TC.5 3amuTa OT BHEIIHUX BO3JCUCTBUM (BO3IEHCTBHUI +
OKpYKaroIien CpeIbl, HEeCTaOMIIBHOCTH

JEKTpPOCHAOKEHUS, KOHAWLMOHUPOBAHUS U  UHBIX
BHEIIHUX (haKTOPOB)

XIII. 3amuTta “HPOPMAITMOHHOW CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U Mepeaadn JaHHbBIX
(BUC)

3UC.1 Paznenenue B nHopMaMoHHON cucTtemMe (PyHKIMH 1O + +
yIpaBJIeHUIO (3AMUHUCTPUPOBAHMIO) HH(DOPMAITMOHHON
CHUCTEMOH, YIIPABJICHUIO (aIMUHUCTPUPOBAHHUIO)
cUCTEeMOM 3aiuThl HHPOpMaIuu, pyHKIHHA 1o 00paboTke
uHbpopMaluld W UHBIX QYHKOUH HWHPOPMAIMOHHOMN
CHCTEMBI




3UC.2

[IpenoTBpamenre  3alepKKH  HJIW  IPEpPbIBAHUS
BBITIOJIHEHHSI TIPOLIECCOB C BBICOKHUM MPHUOPUTETOM CO
CTOPOHBI MPOIIECCOB C HU3KUM MTPHUOPUTETOM

3UC.3

OOecnieuenue 3ammThl MHPOPMALUU OT PACKPBITHS,
MonuduKanMy W HaBs3bIBaHHS  (BBOJA  JIOKHOM
uHpopmanun) mpu ee nepenaye (MOArOTOBKE K Mepeaie)
M0 KaHaJIaM CBSI3W, HUMEIONIMM BBIXOJ 3a TPECIIbI
KOHTPOJMPYEMOW 30HBI, B TOM 4YHCJIEC OECIPOBOIHBIM
KaHajaM CBSI3U

31UC.4

ObecrnieueHne TOBEPEHHBIX KaHalla, MapLIpyTa MEXIY
aJIMUHUCTPATOPOM,  TIOJIb30BaTelieM M CPEACTBaMHU
3amuTel  wHQOpMarmmu  (QyHKUIMsAMH ~ Ge30macHOCTH
CPEJICTB 3alUThl HHPOPMAITUN)

3UC.5

3anper HECAaHKIIMOHUPOBAHHOW y/IaJICHHON aKTHBAIlUU
BUJCOKaMep, MHUKPOPOHOB U HHBIX HepudepuitHbIx
YCTPOMCTB, KOTOPBIE MOTYT aKTUBUPOBATHCS YJIAJIECHHO, U
OTOBEIICHHE IOJIb30BaTeNel 00 akTUBalMM TaKUX
YCTPOMCTB

31C.6

[lepemaga W KOHTPOJb IEIOCTHOCTH aTpUOYTOB
O0e3omacHOCTH (METOK O€30I1acHOCTH), CBSI3aHHBIX C
uHpopmanueil, npu obOMmeHe wuHGpOpMAIME C WHBIMHU
UH(OPMAMOHHBIMU CUCTEMaMU

3UC.7

KOHTpOJIB CAHKIIMOHUPOBAHHOIO MW  HCKJIIOYCHHUC
HCCAaHKIIUOHUPOBAHHOI'O  HMCIIOJIB30BAHUSA TEXHOJIOT Uit
MOOHUJILHOTO KOIa, B TOM YHCIIC pETUCTpalUA CO6BITPII>1,
CBSI3aHHBIX C HCHOJIb30BAHUEM TEXHOJIOTHH MOOHMILHOTO
KO&a, HUX aHaJlu3 U pearupoBaHUC HA HAPYUIICHUA,
CBSI3aHHBIC C HMCIIOJB30BAaHHEM TEXHOJOIMH MOOMILHOIO
KOoaa

3UC.8

KOHTpo/lb  CaHKIIMOHUPOBAHHOTO W HCKJIFOYCHHE
HCCAaHKIIMOHHUPOBAHHOI'O HUCIIOIB30BAHUSA  TEXHOJIOTHI
nepenadyd peyd, B TOM YHUCIE PETHCTpaIs COOBITHH,
CBSI3aHHBIX C WCITOJB30BAHUEM TEXHOIOTHI nepeaayun
peud, WX aHaJM3 M pearupoBaHHWE Ha HapyIICHUs,
CBSI3aHHBIE C MCIOJB30BAHHEM TEXHOJIOTHH nepeaadun
peun

3UC.9

KOHTponb  CaHKIIMOHMPOBAHHONM W  UCKIIOYEHHE
HECaHKIIMOHMPOBAHHON Nepenayu BHICOMH(pOpMAIUH, B
TOM 4YHCJI€ pErucTpanus COOBITHH, CBSI3aHHBIX C
nepenayeid  BuAeoMHGoOpManMu, ~MX ~ aHaIM3 U
pearupoBaHUe Ha HapyLICHMs], CBSA3aHHBIE C Iepenauei
BUJICOUH(pOpMaLINU

3UC.10

[TonrBepxenue IIPOUCXOXKACHUS HCTOYHUKA
uHpOpMalLlMK, TOJy4aeMOH B THpoIecce OIpeaesieHHUs
CETEBBIX aJPECOB M0 CETEBBIM MMEHAM HJIN OIpe/IeIeHHs




CCTCBBIX MMCH 110 CCTEBBIM aJipecaM

3UC.11

O0ecnieyeHre TOJJIUHHOCTH CETEBBIX COSAMHEHUU
(ceaHcoB B3aUMOJICMCTBHS), B TOM YHCJIE JJISI 3aIIUTHI OT
MOJIMEHBI CETEBBIX YCTPOMCTB M CEPBHCOB

3UC.12

Hcknrouenue BO3MOXHOCTH OTpHLIAHUS
noJjb3oBareneM (pakta OTHPaBKH MH(OPMAIMH JPYTroMy
H0JIb30BaTEIIO0

31C.13

HckmroueHue BO3MO>KHOCTH OTPULIAHUS
nosib3oBareneM (akra TONydyeHUs HHQOpPMAIUH OT
JPYTrOro moJb30BaTelsl

31C.14

Hcnonp30BaHnuE yCTPOWCTB TEPMUHAIBHOTO JOCTYIIA
JU1s1 00paboTKH HHGOPMAITH

3UC.15

3amura apXuBHBIX (ailyioB, MmapaMeTpoB HACTPOUKU
CpeACTB 3aIuThl HHGPOPMAIMM H  MPOTPAMMHOTO
obecrieueHHss ¥ WHBIX JIaHHBIX, HE IOJUIKAIINX
U3MEHEHHIO B TIporiecce 00padboTKu HH(opMaIum

3UC.16

BrisiBnenue, aHaJIN3 u ONOKHpOBaHUE B
MH(OPMALIMOHHON CHUCTEME CKPBITHIX KaHAJIOB Ieperadyu
uHpopManuu B 00XOJ peaTu30BaHHBIX Mep 3allUThI
uHGOpMAllMM WJIM BHYTPU Pa3pelICHHBIX CETEBBIX
IIPOTOKOJIOB

3UC.17

Pa36uenue mHDOpMAIIMOHHONW CHUCTEMBlI HAa CETMEHTHI
(cermMeHTHpOBaHUE HMHPOPMAIIMOHHON  CHCTEMBI) U
o0ecrnieueHue 3aIUTHI MIEPUMETPOB CErMEHTOB
WH(OPMAIIMOHHON CHCTEMBI

31C.18

Obecneuenue 3arpy3Kd M UCHOJIHEHUS POTPAMMHOIO
o0OecrieyeHHs € MAaIIMHHBIX HOcHUTenell uHpopManuuy,
JOCTYIHBIX  TOJIBKO  JUIA  4YT€HUS, U  KOHTPOJb
LEJIOCTHOCTH JIaHHOT'O IIPOrPAMMHOT0 00€CTIeUeHHMSI

31C.19

W3omsust  mporieccoB  (BBIMOJIHEHHE MpPOrpamMm) B
BBIJICJIEHHON 00JIaCTH MaMATH

31C.20

3amura O6eCrpoOBOIHBIX COEAMHEHUMN, MPUMEHIEMBIX B
UH(OPMAIIMOHHOHN CHCTEMe

3UC.21

HckmroueHne nocTymna IMmojb3oBarelns K MHbopMaIuu,
BO3HUKIIEH B pe3yiabTaTe JEUCTBUUA MPEABIIYIIETO
MOJIB30BATENSl 4YEpe3 PEECTphbl, ONEPATUBHYK NaMSATh,
BHEIITHUE 3allOMUHAIOIINE YCTPOWCTBA W HWHBIE OOIIHe
JUTSI TIOJTh30BaTeNeil pecypchl MHOOPMAIIMOHHON CUCTEMBI

31C.22

3amuTta WHGOPMAIMOHHONW CHUCTEMBI OT  yIpo3
O6e3omacHOCTH MHGOPMAIMH, HANPABJICHHBIX HA OTKa3 B
00cTyKMBaHUU HHPOPMAITIOHHON CHCTEMBI




31C.23

3amura nepumeTpa (GU3ndecKkux u (MiIM) JOTUYECKUX
rpaHul)  WHPOPMALIMOHHOM  CHUCTEeMBI TP €€
B3aUMOJICICTBUM  C  WHBIMH  HH()OPMAIMOHHBIMHU
cHCTEMaMU 51 MH(POPMALMOHHO-
TEJIEKOMMYHUKAIIHOHHBIMHU CETIMHU

3UC.24

HperameHHe CECTEBbIX COC,HI/IHGHHI;'I 10 ux
3aBCPUICHUHN WJIM IO UCTCUYCHUU 3aJaHHOI'0 OIICPATOPOM
BPEMCHHOTI'O HHTEpBAJIa HCAKTUBHOCTHU CETEBOI'o0
COCOAMHCHU A

3UC.25

Hcnons3oBanrue B MHOOPMAIMOHHON CHUCTEME WIIH €€
CerMEHTaX  pa3lUYHBIX  THIIOB  OOIIECHCTEMHOTO,
NPUKIATHOTO W CHEIHAIBHOTO POrPaMMHOTO
obecrieueHus (CO3/1aHUE TETEPOTCHHON CPEIbI)

3UC.26

Hcnonp3oBaHue  NPUKIAAHOTO W CHELHAAIBHOIO
IPOrPaMMHOI0 O0€cHeueHusl, MMEIOLMX BO3MOXKHOCTh
(G yHKIIMOHUPOBAHUS B cpenax pa3INYHBIX
OIIEPALIMOHHBIX CUCTEM

31C.27

Coznanue (dMynALUA) JOXKHBIX HHGOPMAIIMOHHBIX
CUCTEM WM HMX KOMIIOHEHTOB, MpPEIHA3HAYCHHBIX IS
OOHApy)KEHHsI, PETUCTPAllMM W aHaJIu3a JCHCTBUHN
HapylmuTeNe B TpoOIecce  pealn3alud  yrpo3
06e30macHOCTH HHGOPMAITUH

3UC.28

BocnpousBenenue  JOXKHBIX M (WIM)  CKpbITHE
UCTHHHBIX OTJENBbHBIX WH(POPMALIMOHHBIX TEXHOJOTHH U
(M)  CTPYKTYPHO-(YHKIMOHAJBHBIX  XapaKTEPUCTHK
UHPOPMALIMOHHOM  CHCTEMBl HMJIM €€  CEerMEHTOB,
o0ecrieunBaroIlee HaBsI3bIBAHWE HAPYLIUTEIIO JIOKHOTO
IpeJICTaBiIeHUs 00  HCTHHHBIX  HMH(OPMAlMOHHBIX
TEXHOJIOTUSX U (MIH) CTPYKTYpHO-(QYHKIIHOHAIBHBIX
XapaKTePUCTHKaX MHPOPMAITMOHHOW CHCTEMBI

31C.29

[lepeBoy  MHGOPMAIMOHHONW  CUCTEMBI WM €€
YCTPOMCTB (KOMIIOHEHTOB) B 3apaHee ONpeAeTICHHYIO
KOH(UTypaluio, 00eCreunBaroILyI0 3alIUTy
UH(pOpMalKK, B Cllyyae BOSHUKHOBEHMH OTKa30B (COOEB)
B CHCTEME€ 3alMuThl HH(OpMaIUU HHPOPMAIIMOHHOMN
CUCTEMBI

31C.30

3amura MOOWJIBHBIX ~ TEXHHYECKHX CPEICTB,
MPUMEHSIEMbIX B HH()OPMALIMOHHON CUCTEME

ll+ll

- MCpa 3allUThI I/IH(I)OpMaI_II/II/I BKJIIOUEHA B 0Oa30BbBIH H3.60p MCp IJid COOTBCTCTBYIOLICTO

KJ1acCa 3alllMIIIC€HHOCTHU I/IH(l)OpMaHI/IOHHOI\/II CHCTCMBEI.

Meps! 3amuThl UHGOpMAIMKM, HE 0003HauUE€HHBbIE 3HAKOM "+, IPUMEHSIOTCS NpU aJanTaluu
6a30Boro HaboOpa Mep U YTOUYHEHUHU aIallTHPOBAHHOTO 0a30BOro Habopa Mep, a TaKkke Mpu pa3paboTke
KOMITEHCUPYIOIINX Mep 3alluThl HHPOpMauu B HH(GOPMALMOHHONW CHCTEME COOTBETCTBYIOIIETO

Kj1aCCa 3alllMINCHHOCTH.




